AsUAIsYUdLNIVUA
Department of Land Transport

= r— + Ma———
= PE—e
== =
==
: =
e = =
: A5
=
4 : =
=
. e 2 P —— -
e
- 2= |
:
- b 2 L
s pr
- o P -
= |-
=t
= |-
29 =
=== = |-
= =
i i
e — =
s
S5
e ’
e
= TV, R
e e :
= EET
== Eioree i
=oni S EISIEE
:
:

AvsdmsSuriQuas:uu

(Technical Manual)

IAsvnNIswauuls:uuinAtuladaisautnAUSKISYANISUUED
duAMNOLOUULWDBIYFUUAUULA:EINS:AULNASTIURNUS:NDU
nisuudavduAinvauu (DLT-TMS) uovuUs:inflne

 IT
TMS

ACUSDADASSUANEAS UKIDNgI1agngAsAIans




TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

asucy

1 KUBERNETES Ll

11, WAMSEAQAD KUBERNETES UULAEDOWLUNE oo 1-1

2. nalulad CONTAINER ua: IMAGE &msus:uuUijudinis (CONTAINERIZATION)
2-1

2.1 WUDAQUAEMISAIVIUUDY CONTAINET ...oocceee oo 2-1
2.2. MSPAMS IMAGE TUDMTUETWAQIULLUU ...ooooceoreeeeeeeeemeessesseesssssesssssssssssssssssssssssssssssesssnee 2-1
2.3. UNUINUDY IMAGE REGISTRY TUNMISTQLAULAEUSKISDQNMIS ..o 2-1
2.4. nalnMIsUS:UDANAUD YD IMAGE UU KUBERNETES ..........covveveeeeeeeeeeeeeeeeeessessssssssssssssssssssssssssssone 2-2

25. amUaynssunIUFUWUSS:K310S:UU (CONTAINER, IMAGE, ua: KUBERNETES)...2-3

GITLAB REPOSITORY 3-1
4. ARGOCD ua: CONTINUOUS DELIVERY (GITOPS) 41
A1 NNIWSDU st ssss s sssss s ss s s RS RS SRRRR 4-1
4.2, REPOSITORIES DBttt sttt 4-3
4.3. KUBERNETES CLUSTER (KIND)........oociimimrrrreeeeeeeeieseensssessssssssssesssssssssssssssssssssssssssssssssssssssssssssssssnsnseees 4-5
A4, PORT MAPPING .........oooooooccccccceeevosoevsseeseeeseessesseessesssssssssssssssssssssssssssssssssssesseseessssssssssessssssssssssssssssssssssssones 4-5
4.5. PERSISTENT STORAGE (VOLUME MOUNTS) ..cooiinrreveveeisseennnssessssssssssssssssssssssssssssssssssssssssssnsssnsee 4-6
4.6. MISIINIOD ARGOCD Ul.oooooeeeeeeeeeeeeeesseeeeeeesssseessessssssseessssmsssessssssssseesssssssssesssssssssee e 4-8
4.7. APP OF APPS PATTERN........coomriiiinrrsisssessssssssesssssssssssssssssssessssssssssssssssssssssssssssssssssssssnssssssssssssssssssns 4-9
4.8. APP OF APPS PATTERN MOMUDETOTS ..oooccoooeeeeeeeeoeees oo 4-9
4.9. ARGOCD APPLICATION......cssmrrereeveessssesnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnsnes 4-13
4971 APPlICAtION SEIVICES ..o sssissssssssssssssns 4-13
4.9.2. INfrastrUCtUre SEIVICES......ecceeeeeeeeeeveeeeeeseseeeeeeveeessssssseessssssssssssssssesesssssssssnns 4-15
410. NS ROUTE TRAFFIC At INGRESS RULE................ooocrrreerrnrreceeiessssesssssesssssssssssssssssssssssssssse 4-18
4.11. MSYANSAUUUAVUAD ANYAIY SSLITLS s srseesssessssese 4-20
412. msUovnungAnNMUADY WEB APPLICATION FIREWALL (WAF) .o 4-20
413. msts:dvua:NMs3iAs1zkanIuzs:uu (OBSERVABILITY: MONITORING & LOGGING)
............................................................................................................................................................................ 4-21

4131 s:uun1s§015uﬁaqaﬁa§50 (Prometheus Monitoring) ... 4-21
4.13.2. ssuumsdamsvoyavuninddunalv (Loki Centralized Logging)...4-22
4.13.3. szuuddunusousdudoauuin (Promtail Agent).....nn 4-22

UKISNENuLNUASAEQs i



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

; AldrqQuas:uu
WagdealuayuLa:ons:auuasyugus:naumsyudvdummovauuvavus:inAlng (DLT-TMS)

(Technical manual)

aisutd (cid)

4.13.4. msystunmsdoyaniunasuasa (Grafana Visualization)............ 4-23
4.13.5. n1suskisvan1ss:uuad8y Helm Chart (Configuration Management)
................................................................................................................................................................ 4-23
5. dlamsmviuvov ARGOCD 5-1
51 MISINBOIU ARGOCD INTERFACE .....ccooooveeceeeeessssccsveeeeeesessssssssssssseeesssssssssssssssseeesssssssssssssseeeesssss 5-2
5.2. msusmisvamsdoyandudanane (CREDENTIAL MANAGEMENT) ... 5-4
5.3. Msaso0doUaAMUESEUU (OBSERVABILITY) .....oooooeeeeeeeeeeeeeeeeeeeesessseeesssssssseesessssssessssssssssnsesees 5-5
5.4. MSASIDADUANIUEMISIIIDNUUDY PODS ........oooooceeeeeeesseee e 5-6
5.5. MsoULAAS:UUUAENISTS IMAGE VERSIONING..........ooooooooeccceeeeeeeeeessssssssseseeeeeesssssssssssssseeeeessss 5-7
5.6. N1sasdddadUTIDYaUuURNNISAIVIUUDY POD (APPLICATION LOG ANALYSIS VIA
JNcTe 1@ D X U ) 5-8
57. ﬁumaumsuﬁuuadwélnﬁutmjlmejs:uu (APPLICATION ONBOARDING PROCEDURE)
............................................................................................................................................................................. 5-1
571 msvawassulasvasivdoya (Application Manifest Configuration)..5-

1
57.2. nisavn:tdguuknaviuivavuaUwalaBu (Repository Integration &
AULheNtICAtION) ..o 5-13
5.7.3. misUufinua:nandunistdasuudavidngs:uundunudassu (Version
CoNtrol OPEratioNS) ... ssssssee 5-14
5.7.4. msgvolaslusanu:s:uu (Automated & Manual Synchronization)...5-

15
5.7.5. msasdvaoundudisotumsaadv (Deployment Verification)......5-16
5.8. n1sUsSudsvuadwataduua:znalnnisadiaatdosSsu (APPLICATION UPDATE &
VERSIONING STRATEGY ) .ouurvvevvveomsesnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnes 5-17
581 ns:uoumsuUsSudsouadwalasu (Update Procedure)......nne. 5-17
5.8.2. doopgivnisdsudsvoldossuuovuosdwalasdu (Example: Image Tag
UPAAEE) ... sssssssss s ssssssssss s s 5-19
5.8.3. msdomsdvlasluddduauov (Manual Synchronization).............. 5-19
5.8.4. msasdvaoundudsotumsaadv (Deployment Verification)....5-20
5.9. MmsasoodouU LOG WU ARGOCD Ul (LOG ANALYSIS).......oooooooeecccceeeeeeesesssssssereeeeessesssss 5-21
510. msufludoyninwuupy (TROUBLESHOOTING & INCIDENT RESPONSE)................. 5-22
5.10.1. Utyn: Application dnmuz OUtOfSYNC..eeceroeeceeeeeseeeeessssieennees 5-23

UK1I3NIduUINUasSAEQs



Tasvmswauuns:uuinAlulagaisautnAuSKsdamMsyudoauAINIvauu
Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

aisutd (cid)

AldrqQuas:uu

(Technical manual)

5.10.2. Uryn: Pod anu: CrashLoopBackOff ... 5-24
5.10.3. Utyn: ImagePullBackOff dv Docker image TIQ ... 5-25
5.10.4. Uryr1: OUTsANTUTA (tmMs.dIt.goth)....eececceseses 5-25
5.10.5. Uty ArgoCD Ul LOTIUTQ .o ssssss s ssnssses 5-26
5.10.6. Utyn: Cluster KOTUADKUQ / ADOESTOTAL oo 5-26
51.s1gn1susnisuazlasvasivuadwatadunigtus:uu (SYSTEM COMPONENT
INVENTORY ) ....oooovuiuimeennsssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssssssssssssssssnnns 5-27

5111 ApPlication SEIrvVICES ... 5-27
5112 INfrastruCture SEIVICES.........eeeccceeeeeeeeeeeeeeseseseeeeesesssossssssssseeessssssssssssssssssssssnns 5-28
511.3. Monitoring & LOGQING........erreceiieeeeeseesssssssnsssssssessssssssssssssssessssssssenes 5-29
512, MSQSODADU MINIFESTS UDUSIUU .........ooirrinnreessssisssssssssssssssssssesssssssssssssssssssssssssssssssns 5-29
6. MICROSERVICE 6-1
6.1, SEUURUNUTU (FRONTEND)......ooooeeeveeveeeeeeeeseeeeesessessesesssssssssssmmsmmssssssssssssssssssesessessssssssssssssssssssssssssssssnssnees 6-1
6.11.  scrwmsinAlulagnan (Technology Stack) ... 6-2
6.12. scrgmsadudsanmwudaaou (Environment Variables).................. 6-3
6.13. TUCDUMISUNDNUTUSEUU ...ttt 6-3
614, UDUIRIAWUUDE .ottt 6-6

6.2. SEUURQAVUIU (KAOUNU)...oooooeoeeeeeeeeeeeeeeseeeeeeeseessssssssssssessesssssssssssssseesssssssssssssssssesssssssssssssseeeesssss 6-7
.21, TECKN SEACK ..ot sssssssnns 6-10
6.2.2. TUQAKANUDDSIUU ..ooocrreerrcseeresinrssssssesssssessssesssssssssss s sssssssssss st ssisss e 6-11
6.2.3. Environment Variable ... eeecceeeeeeeeeeeeeeceesseeeeeeeevesssesssseesesssinns 6-13
6.2.4. TUDUMISUIDONUTUSEUU ...ttt 6-15
5.2.5. UDUIRIAWUUDE .ottt 6-19

6.3. StUUEVUDYA REAL TIME (SOCKET).cooccrroevrrserrssmrssersesssessssesssssissssssssssssssssssssesssssessesessseess 6-22
.31, TECKN SEACK ..ot sssssssnns 6-25
6.3.2. TUQANANUDDSIUU ...ooocercerreeneserssssssssssssssssssssssssssssssssssssssssssssss s s 6-26
6.3.3. Kafka Consumer (SUbSCrI@)......ovecssssssssssssseeee 6-27
D.3.4. SEIVICE LAY s ssssssssssssssssssssssss s 6-27
6.3.5. Environment Variables ... ccceeeeeeeeeeeeveeseeeeeeeveeeesssseeesesssssninns 6-27
B.3.6. APPICALION ...coooie e 6-28
6.3.7. PostgreSQL Dat@base ... 6-28
6.3.8. MONGODB ... sssiisssss s sssissssss s sissssss s ssssssse s 6-28

UK1I3NIduUINUasSAEQs



Tasvmswauuns:uuinAlulagaisautnAuSKsdamMsyudoauAINIvauu
Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

aisutd (cid)

B.3.9. RIS
6.3.10. Apache Kafka.......cenecesessieeeeesseessssssnnnene
6.3.11. TUADUNISUIDWUTUSIUU. ...
6.3.12. Merge Merge Request TU main branch..........
6.3.13. make-release a31v Git Tag DA ...coccoovevrvcvrrssvresee

6.3.14. Gitlab runner build-prod a$o Docker Image

6.3.15. deploy-prod aUiaa Kubernetes Manifest....
6.3.16. AFQOCD.........oooiriiieeeeeecceesssssieneesssessssssssssssssssssssssssissssssssssssssssssssenes
6.3.17. UOUIRIAWUUDE ...t
6.4. S:UUSUTDA GPS (DATA POOL) ..ooccrvnrrserresmrsssssssssssssssssssssssssssssssssaseses
0.41. TECH StACK ... eessseensnnn
6.4.2. TWQAKRANUDUSIUU ...occccersrrcsesssnsssssssnssssssssmsssssssssss s ssoess
6.4.3. TDAUNTIWDD GPS ...ttt
6.4.4. Environment Variable........ e
6.4.5. TUADUMISUIDNUTUSIUU. .t
6.4.6. UOURIAWUUDE ...t
6.4.7. Upya position WQNEVWN Kafka......ccccce
6.4.8. Kafka message Tgn consume 1ag downstream
6.5. S:uUDAMISNDNSSY (EVENT BUILDER) ...
6.5.1. UStNNUDY EVENL......cesre i
6.5.2. JUADUMSIIOWIQUED ......ooooooeeeeeseereeeee oo
6.5.3. TECH StACK ...
6.5.4. TWQARANUDUSIUU ....cccceervrrrsrrssorssssssmssssssssmssssssssss oo
6.5.5. Environment Variable....... e,
6.5.6. GUADUMISUIDNUTUSIUU. .ttt
6.5.7. UDUBIAWUUDE ...ttt
6.6. S:UUDAMSMUMKUQALIAT (CRONJOB)......ooocceeeeeeeee oo
0.6.1. TECH StACK ... eesssesnssnn
6.6.2. TASVASTIO MOAUIE ...
6.6.3. KUNALCA: MOAUIE ...
6.6.4. AWAUWUSS:KIT10 Module........cooooeeee
6.6.5. TUADUMISUIDNUTUSIUU. .ttt

AldrqQuas:uu

(Technical manual)

UK1I3NIduUINUasSAEQs



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

aisutd (cid)

6.6.6. UTUKIAWUUDEY (LATANQDIDEDD) oo 6-57
asucysy

SUA 1-1 NAN1SASIDEDUIIDEBU KUDEINELES.....ccse 1-1
SUA 1-2 WANISASIDEDUIIDEBU KNG 1-2
sUA 2-1 mwUs:nourasuie Container, Image, Kubernetes wuutdhtovie............ 2-2
SUR 2-2 001a POd UUSEUU DLT-TMS ....coooooisoessse 2-3
SUA 3-1 MwLEQD repository WIUSIDA DLT-TMS ... 3-1
§Uﬁ 4-1 MWSDUNMISHIOIU LWUDAQ GIOPS ..ocvrvrerersrsessssesssssssssssss s 4-2
§UFi 4-2 ruhchv Argocd udaavsigms application tulasoms DLT-TMS.............. 4-8
§Uﬁ= 4-3 mwlAsodsv apps in dit-platoform argocd........cccere 4-10
SUR 4-4 1AQ@2UUDO dIt-platform.yaml..........oesss 4-12
SUR 4-5 TAatudoumsiwunistovniudiksu 1WasousuMsNaaaumMsIDI:S:uULIASIIU
OWASP UU NGINX INGEESS........covvvrrreeisiinereeneccessssssissesssscssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesess 4-21
SUA 4-6 SULWUWDS:UU monitoring loggin Uus:UU DLT-TMS..........o.o, 4-24
§Uﬁ= 5-1 uWuWOMSDWLAN Application (NI GItOPS. ... eecvveeeeereeeeersessieeesssssssessssssssssesees 5-1
SUA 5-2 MW Ul ArgoCd PrOAUCHION. ..o 5-3
SUA 5-3 AMEOIUMSQSKANIULINSIUU ArgOCd Ul 5-4
SUR 5-4 MAVQsI0anu Argocd app UULABDOWLUNEY ... 5-5
SURA 5-5 FNEDQEADUE POG ...t 5-7
§Uﬁ= 5-6 Msi3Mdv grep -E (Extended Regular EXPression).......... 5-8
SUA 5-7 MW PO UDOSTUURUNUIU .o 5-9
SURA 5-8 NMWUEQD LOG STUURUNUW . 5-10
sUA 5-9 TAacaegodmsumsasiv argocd application.......... e 5-12
SUA 5-10 ANED SYNC AFCOC APP oot 5-15
§Uﬁ= 5-11 Mdvtumsasooaou Argocd application ua: Kubernetes Pod........... 5-17
SUA 5-12 Ns:uoUMSSWLANTAQUA:S:UUUAUAMSWIU ArgOC ... 5-18
sUA 5-13 mw File Kustomization Config upvs:uundvUnudksu Argocd......... 5-19
sUR 6-1 mwuaaolAsoasiouov Repositories Frontend.........oooooosc 6-2
§Uﬁ 6-2 MWUAQVMSIVIUYDVS:UU Frontend QIUUNG .....oeererernsrsensensnsnsessonns 6-5
sUR 6-3 Gitlab runner update image A connect-frontend-infra..........c...... 6-6

UKISNYIFULINUASAES v



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

asucysy (cid)

SUR 6-4 MWDVAUS:NDUTQYSIUUDOSIUUREDUU. ... 6-9
SUA 6-5 KNCoNSNQ deploy UU Gtlab ... 6-16
SUA 6-6 KUNCO ArgoCd UDOSIUUREOUNU ..o 6-18
SUA 6-7 MwNSUSOLADUIUBUIIAUSINDUMISKIIODIE s 6-23
§Uﬁ 6-8 NMWMSULIQVAIKULEIUWIKULLA:FNIUDINUSNS Realtime ... 6-23
SUA 6-9 mwamu:mMsasiv Report aQUSIBISOFUED ... 6-24
SUA 6-10 MwuaQavTASVASI0UDY RepOSitories SOCKEt ... 6-32
sUR 6-11 Gitlab runner update image A socket-iNfra. ..., 6-32
SUA 6-12 NMIWSDUSIUU DELE POOI GPS......c.osss 6-35
§Uﬁ= 6-13 Mmwudavlnsvas1vuov Repositories datapool......crecensseeerene 6-39
sUR 6-14 Gitlab runner update image A dit-datapool-infra.................. 6-40
sUA 6-15 Khconisna Manual Deploy S:UUSUTDNA GPS......ov 6-40
SUA 6-16 MW code @U StUUSAMISTIDNSSU. .o 6-43
sUR 6-17 mwuaavlasvasiouovs:uu  dit-event-builder........occ, 6-44
sUA 6-18 nuihcomsna Manual Deploy S:UUSUTDNA GPS...........co 6-48
sUR 6-19 Gitlab runner update image A dit-eventbuilder-infra...........c.... 6-48
§Uﬁ= 6-20 mwuaavlAsvasvuov Repositories cronjob-service....rciee 6-51
§Uﬁ= 6-21 Gitlab runner update image A dlt-cronjob=-infra ..., 6-52

UKISNENuLNUASAEQs Vi



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

JIsUnuMS1V
ms1oA 4-1 stuBpuazmsriuoY Repositories WS:UU DLT-TMS ..o 4-4
MSI0A 4-2 MNSOUAQAONAMSIEDUEDWDSAUULAZDOULUIE ..o 4-5
ms10A 4-3 pathfile Msdsovdayavov container WIAZDOULUIY ... 4-7
MSI0A 4-4 FIUS:UUATMSWAUUIUUSEUU DLT-TMS ..ottt 4-14
MS1OA 4-5 FOUUDVS:UUTASVASIOWUTIUUDVS:UU DLT-TMS...cosss 4-16
ms1oA 4-6 Hostname ua:ms Ingress service WNU Kubernetes application..4-18
MS19A 5-1 NAAWSNISAUKT ArgOCA APP TSttt 5-5
(ORISR L A TCT K 1010 100 L LT 2 DS, 5-27
ST0MA 53 EDUDWUETUGUU. . 5-28
Ms10A 5-4 1AZDVLDARLISIUNISIANS:IOFUNIWUDOSIUU ... 5-29
MS1OA 5-5 WOMSTAUAUTWE CONFIG ..o 5-30
MR 6-1 ANSTONATUTAGATBIUUSNIISHUNTIU oo 6-2
1S10A 6-2 AADUWALSEUABITUSIASUSIUU ... 6-3
AISTON 6-3 SULUUUDD REPOSHION ... 6-3
ONSTON 64 TOUIRIAWUUDE ...ttt 6-6
CNSTON 65 UTUBIAWUUDE ..ottt 6-7
ONSTON 66 TOUIRIAWUUDE ...ttt 6-7
ONSTON 67 UTURMAWUUDE ..ottt 6-7
TABIE 6-8 TQCN STACK ... essssssssssss e sssssssssss s sssssssnnns 6-10
MS19A 6-9 APl V1 MOAUIES COFE AN ...t 6-1
Ms10A 6-10 APl v2 Modules INtegation APL...........ooooeeoeeeoeseoseoseses 6-11
ms1on 6-1 Service LaQyer MOAUIES ... ssssssssssssssssssssssssssss s 6-12
ONSTON 612 TOUIIAWUUDE ..ottt 6-19
ONSTON 613 TOUIRIAWUUDE ...ttt 6-20
ONSTON 614 TEURIAWUUDE ...ttt 6-20
ONSTON 615 TOURIAWUUDE ..ottt 6-20
ONSTON 616 TEUBIAWUUDE ...ttt 6-21
ONSTON 617 UTUBIAWUUDE .ottt 6-21
ONSTON 618 TLURIAWUUDE ...ttt 6-21
ONSTON 619 UCUBIAWUUDE ...t 6-22
ISTOA 6-20 TEECN STACK .ot 6-25
NSO 6-21 KAFKA CONSUMET ..ottt 6-27

UKISNENuLNUASAEQs vii



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

aasutumsv (cid)
CNISTOM 622 SEIVICE LAY sttt ettt 6-27

UKISNENuLNUASAEQs viii



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

unun

TAsvNIsWauls:uulnATuladasauLNAUSKISSANISUUADIUAINIVOUULWD LY
auuauuua:gns:auuiasgiupus:nounisyudoduninoauuvoods:inAing (DLT-TMS)
WulasomsAyoidumsihinalulagdansaulnAaUstnLuISlUNISUSKISSAMSS:UUUUED
JuAnivouu WKOUs:ENSnIwuIngodu Tastuns:uduNISWaIU (Development)
ua:n1isatuviu (Operation) vovs:uu AuWauldldontdinaluladrankaluoalv
Walks:uuAowdiakegu Uanasie ua:drgciomsquasnun

tnAlulagAthuBHGaOT

1. Kubernetes /o s:uudanis container A¥dgdQaSSNEWLINSIAZADUAUNIS
NMVIUYDY container cioa us:uulKdulUoghvoaluddua:gus:ansnmw mMikns
UsSuuenes:uu (Scaling) ndomsaulaauauwaladumiavieuna:soatsd

2. Container ua: Image (Juinalulagngosuunaniwioadaunisioiuvovucda:
udUWALABUDDNDINAU MIKEWISOWCUUT Naddu ua:thusUwatasudutdould
pgvsoatSouazuanasis nisdans Container metus:uuno:l3 Kubernetes
wWudonouAuKan

3. Microservice K30S:UUUSNISEDE ADLLUDAQNMSDDNULUUBDWALDSTALLCA:WONBU

KSDUSNISMElUS:UULYNDDNDINNUDEIVBAIDU MIKawIsaWwauuua:usudsoud

a:douldogvods: aawans:nudaItNnadoNawalQluuIVADUYDVS:UULAEDUTA

s:uudAWNUNMU (Resilient) godu

4. ArgoCD 1Julndoviiodnsunisasovaauuadsanisns:udounisdousulAa

(Continuous Delivery) TUgvs:uuUuanisosv BoutknmsuiilAaassutkdu

s:uuldulUaghvlanassua:saludé aanadwRawalafodiiavINNsaUlaadIg

Uo

sr1gvItaUUGSognSarhdulwaidudiodinsumstdvius:uutuidazadou wssunv
asurBLUOUAUGAIKU:aulumsdamsdoya souiivmsquaua:usmisdsamsiAdaouuing
(Server) uﬁatﬁdutajws:uua:ﬁwmuldaa’mﬁUs:énémwua:daaoﬁaqoao tkuI=dInSU
RQuas:uuua:IWaIRdavmstdtolasvasdvua:nisioiuuaw DLT-TMS agivazidua

UKISNENuLNUASAEQs iX



1. Kubernetes

Kubernetes ndoRunidongos1 K8s AouwaawasuloiwusosadinSunisuskis
Sams container ATASUADWGsUDEIVUWSKANBTUS:AUAINA RALGUUDY Kubernetes
ApawsnvaassNSwWeINSIKNU container cihoa Tdagvodus:ansniw ADUAUNISHIVIU
nisygnguuna (Scaling) misadiaa sauﬁomsfluwj@mslﬁalﬁoUrgmtoaécﬂuﬁﬁ ld]
1AN1SUSKISS:UURGKa18uUWALASUKSDUSNIsspelDulUngvovigarsuazdiangu
uanoInd Kubernetes gospvsunisniviuwuuns:o1gAud (Distributed) uazaiuisn
rhoiusoufutAdovULTIgKa19IAEDVWSDUAUTGSNADY SolKU:TUDVANSAGDYNISS:UU
AR WETYsUauensdIdmuAIUADYNNS

11. wamsdadv Kubernetes vultASavULIUN®

nwAUgnulddidunis@advs:uu Kubernetes uutAdpvuliigntds:uulquanis
Debian 12 soufivaadvua:tdviu kind (Kubernetes IN Docker) tWoasiondalaos
Kubernetes tuaniwudadounisnadoua&gividus:ansniw lagnistdontd Debian 12
WuguvoviAdovuLtgEIelks:uUTADWLIaTgsua:Uaanie ddu kind ¥29tKawisn
D1aovAddlaos Kubernetes TdagivsoaiSouavroay

AUEnuTdarnmsaadv Kubernetes ua: Kind software avuulAZovouUiiguavs:uu
DLT-TMS

' debian@debian: ~ P, Windows PowerShell

debian@debian:~$ kubectl version
Client Version: v1.35.0
Kustomize Version: v5.7.1

Server Version: v1.35.0 |G

suUn 1-1 wamsasd>daauasiu Kubernetes

AMWLAQVNANISASIDADULIDSBEUUDY Kubernetes uulAdoouuvne (sun 1-1)
lastdA1dv kubectl version Bvuaavsigaztdsanvy Client Version, Kustomize
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(Technical manual)

Version ua: Server Version tWagugiudis:uu Kubernetes gnéadvoua:wsauldviu
2E1vQNCADY

2. debian@debian: ~

debian@debian:~$ kind version

kind v0.31.0 gol.25.5 Llinux/amdéu

suUi 1-2 wanisasddaauwassu Kind

nwudavwanisasdvdoudossuvoviUsunsuy Kind (Kubernetes in Docker)
(sUA 1-2) Boiluirdovlodinsuasioua:sianv Kubernetes cluster netu Docker
environment Taot3A1dv kind version lWpuaavsiga:l3gquovldoSBURGady
ogjlus:uu wsaunvdoyadamUagnssuyovs:UUUANUAMS (18U linux/amd64) uazassu
yovMu1 Go AtStluMswauunlusunsy AodNisasdvaaudvunanidanus:avAtwadugu
3Adoviio Kind Tdsumsaadvagivgndavua:awisathlutdlunisasioaniwudadoy
dmSunisnadouua:walul Kubernetes cluster Tdogivinuizauuazgus:ansniw
nouthUtdviusounus:uuosviulAsunis DLT-TMS ciolU
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2. inalulad Container ua: Image d@msus:uuliuaGmMs
(Containerization)

tuaniUasnssus:uu DLT-TMS tnalulad Container fiotdukolodAnyAsIoli
woUwalnsuawuisanviuldogiodas: UadwUanany uazawwnsnonglou (Portability)
UgviAdovuldradiva TalagusiAdINIDRAWAIARLIAADINADILLANCGIVYUDD
anmwudadou (Environment configuration)

21 wuwAaaua:nmsmviuydv Container

Container ADN1s31a9VaNIWLIQdDUNISAIVIUYDVEDWALISALYNDDNDIN
s:yudfjuaniskan (Isolated environment) laonmotu Container d:ussdudUwalAsU
TAanS1du IWdnauwnisdu souiivlausidAdaotdlumsUs:usanaloStukuioeidednu
n1st3v1u Container ¥28aaUKIADIUIKADUEIS:KIIVDANIWILDQdDUNISWAUUN
(Development), nisnadaou (Staging) ua:nN1stdviudSv (Production) dowaths:uu
rmvuldogviadusua:aisavorgvunaldauusuicuviuftiadunso

22 msdams Image tughusiwaduuuu

Image AoIWAduuuy (Immutable Template) Arkualasvasivusv Container
lagnietu Image o:Us:nouludsgiwdas:uuUuanisvuratan usUwatasu
ua:d>uUs:nouisilunoknuadirsunmsriioiu Image o:gnmiKkuadassu (Versioning)
IWaAWuLugluniss:ysuyavsawduds mikuulolasnnasvAlnisul Image
TJasivilu Container szuud:AvAUaUUGLazAdIWAIWISOLAUTSdualaglyd
mswasuulao

2.3. unuInuov Image Registry tumsdativuazusmsdams

Image Registry Ans:uudalfiu Image AldSunisayua (Validated artifacts)
twatluAudnalotunisidifivdinsundaiaas Kubernetes n1glus:uu DLT-TMS
Ta1dontS GitLab Image Registry 8vods:uusnuiadiulananisuanisusKissanIsans
tunistynfiv (Access Control) MTKAUWCQUUIEIUISOUSKISDANISIDDSBUUD YD
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usUwalasuldoghvidus:108u ua:sovsunisdo Image TUIELILTUAND:ATNMSULIEAD
(Scale out) Tdogihvsoalso

24 nalnmsJUs:udanaudv Image uu Kubernetes

Wos:uudnisdulaaassusawdudswiiuns:udounis Continuous Delivery (CD)
Kubernetes o:rintAasivaounistyasuuiavuov Image nigtu Registry »indu
dvdv (Pull) Image 109$8udargaurasiotdu Container Instance thiinietu Pod
Tagdalula ns:usumsignAdUAUWIUAIEVAS:YTSIU Deployment Manifest u828ti
awsnadullasu (Rolling Update) nsogounadu (Rollback) 1uassuvovuaUwalnsdu
Tdoghvsivduta:aanans:nuCoMSIKUSNS

Qm Understanding Containers and Kubernetes: A Simple Analogy N

The Image = The Regist =D Kubernetes = The Container
(The Recipge) (The CookbookgWargouse) (The Bakery Manager) (The Baked Good)

An Image is like a complete A Registry stores and organizes Kubernetes is the Manager! It A Container is the running
recipe. It contains everything many different application recipes It automates running, managing, application, baked fresh from
needed to run an application. (Images), ready to be used. and scaling your applications. recipe (Image) by the Manager.

The Application Recipe
(Container Image)

Instructions:

TP
FIEIEE
?\:

« Settings \ Upload/ Image Registry
) Download (The Cookbook Store)

Ingredients
« Code
« Libraries

Key Takeaways:
e Image: The standard recipe for your app. © Container: Your app actually running (like a finished cupcake).
 Registry: Where you store your app recipes.  © Kubernetes: The system that manages and runs all your
containers smoothly.

sUR 2-1 mwuUs:noura5u1e Container, Image, Kubernetes wuuwhlovs

sUR 2-1 uaavthkundiuduwuss:k310 Container, Image ua: Kubernetes
Tasisuoin Image Boilulwddunuuiussadayannagionsidudimsuualwaiasdu
o Kubernetes SuA1&vo:dv Image ©1n Image registry ud>asiv Container
JuuuWosuuundalaas nmislkavovdoyatumwossdelkidnioduda:douktinfo:Ts
ua:$oulgvnuagvlstuns:usuNIsHYIUYDVS:UU
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(Technical manual)

AUEnuiTdaados:uuasiv image ua:ti Image avutsidu pod 1Woasiv
msJUfuamsvavs:uutGusUuuulago:laillusivms pod sun 2-2

debian@debian:~$ kubectl get pod

NAME READY  STATUS RESTARTS AGE
cloudflared-55f5duf69f-rclmd 0/1 CrashLoopBackOff 28418 (2s ago) 61d
Jlt-connect—frontend-59bcb5fu65-m78pm  1/1 Running 0 2d5h
dlt-cronjob-5ud9duouud-8hghj 1/1 Running ] 8d
dlt-datapool-7bd5b75cf7-fvkfv 1/1 Running 0 6h106m
dlt-event-builder-5uU657f8c5f-dxqkg 1/1 Running 0 6h12m
dlt-event-consumer-8usb8dfuff-fn2z5 0/1 Error 86 (8muds ago) 16h
dlt-mongodb-0 1/1 Running (] 21d
dlt-mongodb-1 1/1 Running 0 21d
dlt-mongodb-2 1/1 Running 0 21d
dlt-platform-api-6b5759bf-ph2wf 1/1 Running 0 87m
dlt-platform-api-6b5759bf-sgd9ol 1/1 Running 1 (29m ago) 88m
dlt-platform-api-6b5759bf-tshqu 1/1 Running 0 87m
dlt-postgres-0 1/1 Running 1 (61d ago) 62d
dlt-report-5U76589bfc-jgqfk 1/1 Running 0 3hu2m
dlt-socket-api-75668fb87-sgg2d 1/1 Running 8 (9h ago) 7d13h
mongodb-init-replicaset-fzq2l 0/1 Completed 0 21d
position-publisher-787957U55-s7g27 1/1 Running 0 12h
redis-0 1/1 Running 1 (61d ago) 62d

sUf 2-2 Joya Pod uus:uu DLT-TMS

Mwuaavsiens Pod dotdurudonisrvuvovusuwaladunmetu Kubernetes
Cluster upvs:uu DLT-TMS Taguda: Pod unuusmsgog (Microservice) Agnaadv
wa:ddumsaglus:uu Avddayanusinnus:nouddusdo Pod anmu:Ad1uwsauldoIu
amu:nisivu uduAsSolumMssamsn uass:g:1anIsmivuvdvuca: Pod

NMIWAYNa1Da:ADUIKIRURONISAIVIUYDYUSNISCEIY 9 N1elus:UUAGNISUS:EU
msriviusoudutdus:uuided metdanmdagnssultuu Microservices Bolda:usnis
grUAlawIzna:awisaiviussufuldagivbus:ansniw lagsiga:idgatdoanuov
mMsrivutunda:usMsp:asUUIWULAUTUKDTUDA 7 ddlU

25. amdagnssunIUdAUWUSS:KI10s:UU (Container, Image, ua: Kubernetes)

ADWEUWUSS:K31voVAUS:NnaunvaluUs:nistdatdulasvasiowugiufdiAny
uov DLT-TMS Tagisuon Image AfmktAtduwuwides (Blueprint) uovs:uu dIndu
Kubernetes D:ﬁmmﬁtﬂus:uunauqu (Orchestrator) tumsdvonisti Container rfviu
awduoufArkualstuuda: Pod 1Walkusnissavsunntdviu AVd N1soanuUUU
andagnssuLuuiyalRs:uuauIsnsovsuNis:vIu (Load) AtUdsunlavaanaldan
ldoghvodanguua:zlus:uu
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3. Gitlab repository

GitLab uuwaawasuitdansuusKissanssosalaaua:mMswaiunlusiondiuuAsy
ovos lagids:uunduAUDSBU (Version Control) ddg Git Mikawisndaouua:dans
nstldsuudavuovldaldogividus:ansniw uonoind GitLab godwWioasdiksu
NISN1VIUSOUNU WU NIsdsioua:zSusov Pull Request, N1sUSKAs Issue, Pipeline
dsunis CI/CD ua:nisdanisdnsnistdniividaluuda:lusiond So¥dulRAUWQIUN
awisamviussunuagvidus:uuna:uanans

n1wAUEnuTanIN1sasv Repository KéoAliusasalaanvkuan Gitlab Tasudas
Repository 9:Qnuuyvldu microservice wa: config s:uudiksu argocd application
configuration

D DLT.TMS fo) Q v Create subgroup :
Recent activity Merge requests created Issues created Members added
Last 30 days 371 0o 0o

Subgroups and projects Shared projects Shared groups Inactive

Y v | Search (3 character minimum) Q Created date v |F
@ D datapool & Created 10 monm:Zgg :
@ D dit-cluster & Created 11 monthf;gg :
@ S socket-infra & Created 11 momnfa,gg :
0 D dut-cronjob-infra & Created 11 momh::gg :
@ A api-infra ® Created 11 monm:zgg :
@ C connect-frontend-infra & Created 11 monm:Zgg :
@ S socket-service & Created Apr 8, fgzg :
@ C cronjob service & Created Apr 8, 322 :
@ P platform-api & Created Apr 8, z{gzg :
%o 3

0 C connect-frontend & Created Apr 8, 2025

suUf 3-1 mwuaav repository tulUsioa DLT-TMS

mwudavmsdatiulasvasivsasalaaua:voyanauwnissuyovlasonis DLT-TMS
vuuwaawosu GitLab Tasdnisudvdakudanlj Repository pantdudouviugog
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(Technical manual)

AIUUUON1Y Microservices Architecture ua: Infrastructure-as-Code tWoAdU
AdoLAdUNISUSKISDaMIssasSalAa avl:

« Application Repositories (Microservices): LUuukavdatnusasalAaadinsu
WUuIuUSNIsgoeciIv a uovs:uu LBU platform-api, connect-frontend,
socket-service, ua: cronjob-service BvydulkAUWIUIaIVISOUSUUSOIGa:
douvuldaghvoidudas:ua:indudanasiglumsAduAUDSBU

o Infrastructure Repositories (Configuration): (Juukavdaltiuiwanauwnissu
uovs:uU Kubernetes (Kubernetes Manifests) LU api-infra, socket-infra,
connect-frontend-infra, ua: dlt-cronjob-infra 1Wal3tuns:usunisrivIuLUU
GitOps sounu ArgoCD tumsusmisvamisamu:zuovAddiaaslagaaluld

N1sUSKIsSan1sHIu Repository AuUvugndduds:noudgivdaloutsud ¥k
nisriifuqQuanisidasuulav (Change Management) tJuluagiviusola ds:uu
asd>vaosudoukdv (Audit Trail) Aubugr ua:¥>8tknIsi1 Continuous Integration
ua: Continuous Delivery (CI/CD) mgtulasonis DLT-TMS dUs:ansniwgvgaaiu
uIasgiuNMswauuns:uutnatulagdaisautnAde kL
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4. ArgoCD ua: Continuous Delivery (GitOps)

Argocd 10utpdoviioR¥oetunisdanisua:AduAUNIs Deploy uauwaiasdu
uu Kubernetes wuvuaaluud lagtduudAa GitOps AoN1stS Git repository
Wuunavdoyanandiksuaniuzuovs:uu Waimswasuulao configuration néalAalu
Git Argocd p:asd>0duUla:AINTS Sync anluzuavAdalaastkasonuffikualsiu
repository Tagdaluldd@ ¥38aaAdIWROWAIODINNISAIVIULUU manual uaz:twuy
ADWIUSHaluNMsuSKISDANISS:UU

dou Continuous Delivery (CD) Aons:usunmsigdatRlAakEpuaUwWalABUAIUISOFD
colugv production Tdagvdailipvua:sialsd lagprdunisnaaauua: Deploy
uuusaluda WoAuweuur push TAakéo configuration UL repository s:uu CD
p:rviudvucdnisnaaausudivnis Deploy TUgvadaiaos Kubernetes mikaiuisn
sUlaauauwaladulduoguazUanasis aand1utdovoinnis Deploy uuu manual
ua:apulongMmswalunuuu agile Taoghoidus:ansnw

41 mwsdou

s:uUUSKIsSDamsuudv DLT TMS wavnsunisuudoniouniaul ArgoCD uitslu
indoviiorandinsunis deploy ua:QuauaUuwaiaduuu Kubernetes Taggauusaa
GitOps WUAUINAILYDVNSIUDUNISIANISSIUU NAIDAD ANIUNVKUQUDVSIUU—
including configuration, source code ua: manifests d1vo a—o:gndatiuldtu Git
repository Bvfiaidu single source of truth ndaunavdoyananinniiedaaiu
ArgoCD o:rfininAasooasula:gvAaniu:uav cluster thaoandovriudoyalu Git
repository uvusaluua mikUuutoldsuaUwaladulu environment div a
gnd>wgndovua:aoandovnu version U repository DeLlaud

wudAa GitOps WunisUiirannisuov version control WIUS:gNATEAUNISUSKIS
s:uU infrastructure ua: deployment Tasnnnistdaguudavo:nWiunis commit
ua: review tu Git fau Waln1sUsuUsoréosUiaalwd configuration wéo source
code ArgoCD d:asdvdumstdsuniavinaiduna:ditdunis deploy néo sync &
Kubernetes cluster Gamu:asviuAs:ylStu repository Tagsaluda Jaduovuusmod
Aoy¥dzaanduRawalaoinMs deploy wuu manual tWuA>WIUsSHIEUNISASIDEDU
wa:awisndouqus:3anisildguulavidogrodalou doWalknIsusKISIaN1SS:UU

uKISNENAYLINUAsAMaas 4-1
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gus:ansmw gakgu ua:apulongniswcuuiuuu agile Tdogivauysad lagnivs:uu
DLT-TMS Tdoonuuu GitOps cmusui 4-1

GitlLab Repository (Source of Truth)

v
ArgoCD (GitOps Controller)

v

Kubernetes Cluster (dlt-production)

|

I

|  Infrastructure |  Applications

| - Kafka | - apI |
| - MongoDB | - Frontend |
| - PostgresqL | - Socket API

| - Redis | - Datapool |
| - minIO | - Position Pub. |
| - Prometheus | - Event Builder |
| - Grafana | - Monitor Tool |
| ! J

sUA 4-1 mwsaumsrviu wudéAa GitOps

9IngUA 4-1 Gunivs:uuD:J Gitlab Repository upv Service diva J1vaE1v
o luwurviLEaYNS:UDUNSUSKISSanMssaWdALDSua:Tasvaswwugulasdauudaa
GitOps Uukdtod AtyluMmsujuanis (Operational Workflow) voolasonms DLT-TMS
Tagdaduduaaudoi:

1. GitLab Repository (Source of Truth): nnnistUasuuUavuovsosalaa
La:AdUWRNLSTUNVKHUAD:gNIALAULAWIUNS:UDUNISASIDEDU (Code
Review/Version Control) tu ukdodoyadivovrhaniwegvunavidedfo Gitlab
Repository

2. ArgoCD (GitOps Controller): s:uu ArgoCD d:riinUrAtdudonaiv
tunisasdoSunistUdsunlavitiadulu Repository ua:ditdunisdvlasius
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(Synchronization) an1u:uov Kubernetes Cluster tAi0uUoaUuua:zasvnu
AWADOMSsAs:YISU Git Tagsaluda

3. Kubernetes Cluster (dlt-production): tJurud>gUs:udawavalgnn oASU
nsMvIuYovs:uU laguuvovAUs:naumsnmviusantdu 2 ddukan Taun

o Infrastructure: s:uulAsLaSIVWUFIUAFTUGUUNSTIVIUYDVUDUWELABU
WU s:uugudoya (MongoDB, PostgreSQL), s:uusudvdoA>IuUUUEOSY
(Kafka), szuuuns (Redis), soufivs:uutidis:IvuazniIsudaonaldoya
(Prometheus, Grafana)

o Applications: douUs:nauudvsdWALISUDUWALABUASDVSUNISISLIU
s:uu DLT-TMS Tdun s:zuu API, KU113u (Frontend), uSnis Real-time
(Socket API), s:uuSudoya GPS (Datapool), uass:uuus:udanatnamisod
(Event Builder)

ns:UdUNSUEI8tKNISs Deploy KépdUlaas:uuUfuaNsua:andagnssuciv a
metulasonis DLT-TMS 10uluogviduiasgiu Uanasnig uazaiuisnasdoanudoundu
(Traceability) Tatunnduaaumsduduviu

42 Repositories A5

Repository GAdWad1Atyog1vdvlunisusnisdanismsavAta:ns Deploy s:uu
Wiu ArgoCD 1ws: Repository rmnthAldugugnaivtunissatfiulwa configuration,
source code ua: manifests ¢t @ ysvuda: Service nutus:uu AVTIULUDAQ
GitOps o:fio31 Repository Aouravdoyanan (single source of truth) Annig
dovs1vdvUa:IslUNISADUANENUUDYS:UU LpdmstUasuulavla a tu Repository
U Nisunly configuration K3dlAQ ArgoCD d:asd>dduua:zaitdunis Sync
Kéo Deploy TUgv Kubernetes cluster Tagaaluua rmikuutoldsis:uu production
néo environment co a TAcWQNdavua:@0andDOAU version AKUMSsasIDauLa:
DUUGUADTU Repository tWwuAWIUSDIE d1W1SNASIDADUTDUKAEY ua:aadoRawala
DINMsAduNsadeilio

Frmsumsdom ArgoCD application o:Gloviimsrkua Repository AlAgdIDYAU
uciazaouyovs:uU 18U repository ALAUIWA configuration KaN, repository d1KsuU
Kubernetes manifests uov API service, Frontend ua: WebSocket API tJudu
MsAvAtBI8Tk ArgoCD anuisndamuua:AduAuNsiUagunuavuovuda: Service
[dogvidus:ansmwuazaaludd

uKISNENAuLINUAsAMaas 4-3



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

AldrqQuas:uu
(Technical manual)

A2081v Repository AtdvIutus:uu DLT-TMS awnsngsiga:idualdtu msion 4-1
BoasUBo Repository uazkthAvovlca: Repository [3agvsatou 15U configs W51AU

config Kan, app definition ua: ingress rules api-infra t31Au Kubernetes

manifests dnsSu API service connect-frontend-infra 1B1Au Kubernetes manifests
dnSu Frontend socket-infra 161Au Kubernetes manifests dnsu WebSocket API

n1sdans Repository agvids:uuuazdaaandovnuuudna GitOps Wiu ArgoCD
dvotdurdtodrAryuovniswauuiua:Quasnuis:uu DLT-TMS thdadwéiargu Uanasne
uazauisnasdoaaudounaulatunnduasu

mswii 4-1 sciwoua:msriwav Repositories tus:uu DLT-TMS

o Repository

nuln

configs

AU config Kan, apps definition, ingress rules

api-infra

Kubernetes

manifests dnsSu API service

connect-frontend-infra

Kubernetes

manifests dnsu Frontend

socket-infra

Kubernetes

manifests d1nsSu WebSocket API

dlt-datapool-infra

Kubernetes

manifests d&nsSu Datapool service

position-publisher-infra

Kubernetes

manifests d1nsSu Position Publisher

dlt-eventbuilder-infra

Kubernetes

manifests d1nsSu Event Builder

ais1vdvnaidasunisdaudviasvasioua:kiiAuav Repositories uu GitLab
sormrnnldundvdalfivsasalAaua:iwanauwnissuvavs:uu Tagdwunaiuus:nnms
h?muuﬁatﬁaaona“aoﬁuuuaﬁoinsoa@\)v“\?ugwqugUuuuTﬁo (Infrastructure as Code)

avd

¢ Repository configs: fkxuALdufugnaivnisdaliunauWNISSUKANUDY
s:uu (Main Configurations), nisfiikuasyuuunisiiviuyovudUwalAsdu
(Apps Definition) ta:nnnisdanistaunionistdnfiv (Ingress Rules)
lv“\'/anauaumwsaumsri’1muuaouwacwx/as'u DLT-TMS

* Infrastructure Repositories (ndw *-infra): Taun api-infra, connect-

frontend-infra,

socket-infra,

dit-datapool-infra, position-publisher-

infra ua: dit-eventbuilder-infra fikU1ASalfiu Kubernetes Manifests
UPLUSNIsEDE (Microservices) wdazdou IWalBLJuLkavs198vanIUS:UU
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ﬁqndao (Single Source of Truth) d1KSUTK ArgoCD U1 TUUSUTS (Sync)
AuaniIwudoadosunisniviuosSv (Kubernetes Cluster) iIkd@oandovnu
ogvdus:ansmw

nisdaass Repository udnuu:d8outrNMsusSKissanisnistUdouudav (Change
Management) adwdaou Awauaiuisnasdvaaulwanauwnissutawl:goulalay
Tdoounlulasvasivkanuovs:uU NVIVEILAAAIIULFYVALIAADINNISAVAISIUU
NawaiasuLtipvuPINNMsSUSULUAUADE388URTUrIUNS:UDUMS GitOps

43. Kubernetes Cluster (Kind)

Kubernetes cluster Ao naduuovlAdovADUWILODS (nodes) ArhviusounulWasuLa:
USK1SSQaNISs containerized applications 1ol node KANAIEEN3 control-plane
mrthiAnduAULa:dans cluster tuutu:A worker nodes d:rhKUNASULDUWAIABUDSD
s:uUTBIUtRaISOUSUULIIA Uisusnu La:asddapuupUwalAsuldog1vbUs:ansnmw
Kind (Kubernetes in Docker) iuindoviioRsostkaisnasioua:sans Kubernetes
cluster Tdagvsoatdouavroarguulndoo development Kéo server d5v lago:Su
cluster ognglu Docker container thui:dinSunisnadoundodianvanIwidQdou
Kubernetes Tagliidovaadvuulndovdsvivkua

4.4 Port Mapping

msvi 4-2 msivudavamsidoudowasauunSovuite

Port uu Host | Port tu Container | Protocol KuA
80 80 TCP HTTP traffic
443 443 TCP HTTPS traffic

Port mapping tu Kubernetes Aans:usunisfiikuawasavoviAdoouyyng
(Host) tRidaudanuwasamelunautnuiuas (Container) tWatkusnisisuagnatu
poUINUIUDSENUISDSULa:dvTayarIuWDSaRMKUQTSTA Ad9evWwU KINADYMSTARLS
WhiviSuuauwalnduniuduinasifia owrkualhiwosa 80 ua: 443 uulA$oouUUIY
gnuuulugowasalduanumetunsuinuiuas dolduuiasyiudinsumstiusnisiSu
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a‘hns‘uFjusilnnIuIaéansaumnua:msa“iaens (And) upvnsumsvudvnivun lamkualik
awisadidoiaiovuddisldiawir:woasa 80 ua: 443 indu (WolwuadlwUanasie
tumstnfivs:uutazaanNUIEgVINMSTDUARIUWDSASU A

« wdsa 80 (HTTP): t3hrsSusudvdoyauvuliidnshariutuslanpa HTTP tKu:nu
SuTsdnslURTidavmMsAIWUananNegY uddoyaauisagnandunéaunluld

o wdsSa 443 (HTTPS): t3dnmSusSudvdoyauvutldishaniuldslanoa HTTPS
Ao WwUanansua:A>uudoudouavdoya thur:dnsulSulsdndavnisndy
Uudadipua:UnUavdayanld 13U msmssnssuooulalniomsiings:uu

mstUauAaovwasalsoelis:uudndiulanansuiniu iwsraalomaniluk3odo:nido
usmskéodoyadAtyoinwasadu a ATLTAEvIU

45. Persistent Storage (Volume Mounts)

nisdalfiudoyanidskéo Volume Mounts Aons:udunisAtdtunisidaudawun
501F1uﬁagamnm§'aouljzjw (Host Path) wWhnuAaulnuua$ (Container Path) IWolK
Joyanmeluusnisciv a wu giudoya MongoDB, PostgreSQL r8o Redis aiuisn
gniiusnuua:inividagivdaliiov uiApUINULUDSD:QNSAMSNKEDKyArivIU JDIa
o:ligrymsuazansaisentdoiulananadan

58mistgoetrmssanisdoyadndiulanansuaziaius tnurdnsus:uuAdoos
A WLBadatumsifiudoya 16U uSMsUTayandovmMsUuRindoyadAgIStus:o:e1
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msivi 4-3 pathfile msdisovdayavov container uASaVWIUY

Host Path Container Path usms
/mnt/data/mongodb /mongodb MongoDB database
/mnt/data/postgres /postgres PostgreSQL database

/mnt/data/redis /redis Redis cache
/mnt/data/kafkaO /kafkaO Kafka broker O
/mnt/data/kafkal /kafkal Kafka broker 1
/mnt/data/kafka2 /kafka2 Kafka broker 2
/mnt/data/minio /minio MinlO object storage

cn510uao0519a:1590msa‘oassv“\?uﬁﬁmﬁuﬁalgamas (Volume Mounts)
\WWoldoudadayas:k31oiAdovuLiig (Host) uazAsutnuiuas (Container) matus:uu
DLT-TMS lagidanuUs:avAnaniwasnuindudallovunvdoya (Data Persistence)
udtunscifAaulnuluD$D:KegarvIUKéDiNISISUNISAIVIUTKL (Restart) JoyadiAty
Ao uRAUS:UUTIUTDYaLa:USNISSUdVTDADIUD:QNSALAUTSUUWUADALAUYDY
indovuUtgpgvUanasny lagdswwa:lpgamsvurcdiukuvIwa (Path Mapping) aod

e FDoyaBvduWwusua: NoSQL: Tmsidoudachuntiv /mnt/data/mongodb
TUgv /mongodb d1rnSu MongoDB ua: /mnt/data/postgres TU€&v
/postgres d1KSU PostgreSQL 1Wwasovsumissatfiudoyanilasvasiouas
ldlAasvdasivoenvidus:ansnw

e s:tuuuAvua: Message Broker: GnisdaassWufn /mnt/data/redis
d1hSu Redis Cache ua: /mnt/data/kafka0-2 d1vSu Kafka Broker
Ao 3 Thua lv“\'/asa\)s*umsUs:uaawaﬁaqauuu@salnu (Streaming Data)
AdA>WIEIEY

e s:uudatfivlwa: dnisidoucde /mnt/data/minio TUSY /minio tWaldviu
tugnu: Object Storage dnsudalfiuiwdonaisua:dociva tus:uu

nmisfruaAIdunadlviwevuddlruwulaiosniwikiudoya (Data Reliability)
udgoyoutrquas:uuainisausuisdanisnisaisovdoya (Backup) ua:nisnAudoya
(Recovery) DintAdavubiisldlasaso dvdotdunusUjuandlunisQuasnuis:uu
9IUUDYas:aUDVANS
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4.6. mswniiv ArgoCD Ul

awirsatdndv Argocd TAA URI: https://argocd-tms.dlt.go.th/ Tagdds:uud:i
msasovaauua:dovAumsidniiv lagyaskamsindoo:sartkRnNedooaISOITNED
Tamdue:Tugnideulstuienansd

Argocd o:10u Tool Atdlunisasdvaaunisritviuydvs:uUNVKUauulASYLNIS
DLT-TMS Tago:dnthdosun 4-2

i@ argo

Applications

® . & e - © anpiaton - ® - & anpostionpu
Pa— o e @5, - e
b
EEEE EEDCE= EEDE EEDE EEED
12 3 Nex Sort: name » e ge: 10+

sUR 4-2 Kindw Argocd uaavsroms application tulasvnis DLT-TMS

Mwuaavdutnasiwskanuov ArgoCD (ArgoCD Ul) surikthAlluladovliouskis
vanisnisGwaoy (Deployment Management) uovlasvonis DLT-TMS lagnietu
rurdvuaavwaus:nouddysigaldgauovuaUwalABugaeciv a As:uuqQuasg
(Application Tiles) Upyatuucia:aouds:nouadg

e dnuzAdWwWSdU (Health Status): uadavaniuzAdIWaVYSIUdvUciazudy
walAdu (Healthy, Progressing, éa OutOfSync) tWalkRQuas:uuauiIsn
asdvadu  AWWaUnGupousmslanun
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o Uoyaundvad1v5v (Configuration Source): uaavhoguav Git Repository
ua: Path uov Manifest TWaRuaUwaLABULU A Ma0IEvIUDEY

e WoridumisSams (Operational Controls): s:uulddala3suindoviiodKsu
nisdvolasludaniuzs:uu (Sync), nissStwssdoyaarda (Refresh),
wa:nisdanisuauwatasu (Delete) tWpAdIWa:0dNTUNISUSKISSANISTU
Jd0uMsSIosv

Mstd ArgoCD Ul 828tkNMsuskisdsamss:uuAdAIUSUSDUILa: T3 IUdUUSNSEDY
rnanedoulduluogoldus:uu ¥oatwuds:ansmwiumsaamuaniu:ms Deploy ua:3og
aaduaaunisasddaouanIu:adaAIdonIu Terminal (Command Line) uuutdu rtk
nisUfuanisaus:uutnAalulagiaisautnAvovlnsonis DLT-TMS gnowldsvolaua:
asd>odaouamu:ldaghotdudonuu (Real-time Monitoring)

47. App of Apps Pattern

s:UUULS “App of Apps” pattern Bvldu best practice uov ArgoCD laguudaa
upv App of Apps Aanisasiv Application nanAqQuaua:danisnis deploy
usUwalABugpsKaeddWSoUnUDE105aTuld (o Application Kano:3IUATWaLQDSAT
TWa config upvuda:usUwaladugios 1iodv deploy Application Kdn ArgoCD d:1u
watulwataosduua:asivuasUwaladugasnvrkualkoaludd mMtrnisdanisua:BoA
usUwalASuUS UDULINtUS:UUBIBdULa:dAWDUS:UULINTU KUAAUMSIELILTUS:UU
AduSNIsKkaiedduua:dovnisnms deploy Asoadoua:tus:ansmw

TagAuZnuildrinisasiv Root application A Repositories #9317 config Tago:i
Wados dit-platform.yml TaglasvasiouaoddTUsunsud:EAED J1va1o

kubectl apply -f dit-platform.yaml

Tagdds:uu Argocd D:rinissiulwduazfiinisdo yaml Iwdduasonuisadoidu
application

4.8. App of Apps Pattern mviuaghvls

App of Apps Pattern AouudnoUufuaniasuaudoulu ArgoCD Bvoonuuu
pIWalKawIsausKIsSanisua:dwassupuwaladusiudouuinidogivius:ansniw
TaguudAakandonsasiv “Application Kan” (root application) SULUWEVAIIGED
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Boo:ikunAtdudonalvlunisdivdviwdnauwWnuovuadUwatadugasa Avaliultu
Twataos (18U apps/) Wodv deploy Application Kanld ArgoCD d:ghlUsulwanau
wnnorkuatulwataasdavnaid udsrasvuasUwatndugos (child applications)
tRlagdalud@nnaddlus:uu MiAQuaawisndanmsua:gvlasiudusUwalndugpurnany
dsldwspuriu aaANUSUSaULa:AILRaWaIaRPIiadudDINNMISAvAIRa:uDUWELABU
WUAAUS:UUAGUSMsKangddula:dovomsacusdatsstunisusnekéausuluasgus:uu

Juaaumstus:uudde dit-platform.yaml o:15uDnMsasiv Application Kan
#o dlt-platform Boawnsnasrwldddermdviduddo

kubectl apply -f dit-platform.yaml

KaVDINSUAIEVT ArgoCD D3 uAtUTWE dlt-platform.yaml Gvo:s:y path
UgvTwalaos apps/ tu repository Armkuals ondu ArgoCD o:hlUsuIwa yaml
ypvuda:upUwalAdugpsMetulwalaosd ua:asiv Application gostus:uutrSaTULIG
nNAndvguR 4-3 TagTiso:AdoAMU ¥ostkmsdwansua:BoAs:uunouwaawasurhlda
lagvigua:dncwidus:uu Tidovadiv Application Aa:dd aaduasuua:AdUBUTDU
tunisqQuas:uuyunalned

dlt-platform (Application wan)

| #1§ folder: apps/

}— api.yaml - @3 Application: dlt-platform-api

}— frontend.yaml - @3 Application: dlt-connect-frontend
— kafka.yaml > @39 Application: kafka

|-— postgres.yaml - @3 Application: postgres

|-— redis.yaml - @5 Application: redis

}— mongodb . yaml - @3 Application: mongodb

|— minio.yaml - @5 Application: minio

}— cert-manager.yaml - &3 Application: cert-manager

}— ingress.yaml -+ @5 Application: ingress

L— ... uavdu 9q

sui 4-3 mwlasvasiv apps in dit-platoform argocd
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uwurviuaavdrdudundiuduwusua:znisfiiviuuov App of Apps Pattern
Botunuomouiuauiasyiu (Best Practice) unmisusKisSamMsuoUWELIASUSIUDULIN
wWiu ArgoCD Tagdnalnmsrioiudod:

1. Root Application (dit-platform): 1JuuaUwaiadusannrkiiAldunalsudu
(Entry Point) tlunisdvnis ArgoCD ThSunsiufiviAsoas1oNvkuQUDvsS:UU
lag Root Application o:3109vchukuviugoiwalaos apps/ tu Git Repository

2. Application Discovery: Lo A1 dogndonas (Wiu kubectl apply) ArgoCD
pzatdunisauiwanauwnissu (YAML) ﬁonuoﬁagjma?uiWamas’ apps/
lagdaluud

3. Child Applications: s:uud:ulaviwdnouwnissugosuda:watkilluuouwalnsu
sas:meldnisriinuquavov ArgoCD 1Eu apiyaml o:gnidaguaniuziluusy
waiAasdu dit-platform-api, frontend.yaml t1Ou dlt-connect-frontend soufiv
usnislasvasivwugiudu a 18u Kafka, PostgreSQL, Redis, MinlO, Cert-
manager ua: Ingress

ns:uaumsﬁzs'aatﬁmsu§msa‘omss:uuﬁ'Unawuz?uz?auajo (High Complexity)
t0uluogivilus:tdguuazaiuisanduaudniu: (State Management) UDVSIUUND
uwaawasulddraTwanauwnisSulwevsalded ¥dgaanuRawaIaRDDIATUDINMS
YamshAa:upUwalAdu uaztwuus:ansniwlums Deploy s:uunvs:uulkinc1uaDandov
(Consistency) oeildud

dasufo App of Apps pattern D:328lKNIsSUSKISDaNISLOUDUDUUINIU ArgoCD
Wus:10vu vrodonisugngndpusuludsus:uu uaztbioldsounulwd dit-platform.yaml
flawnsndus:uuta:BoALLUWAIASUNYKUQTAA28MAVIGED d:adnlta:aanAdIuRaWaIQ
tunmsawaopgogouin lagawisnqadoevlna dit-platform.yml Idﬁ'guﬁ 4-4
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: argoproj.io/vlalphal
: Application

: dlt-platform

: argocd

: git@gitlab.com:dlt/dlt-tms/configs.git
: main

: apps

: https://kubernetes.default.svc

: argocd

suUi 4-4 Taadouvov dit-platform.yaml

mwuaavilokmetuiwé dit-platform.yaml dol0ulwdnauwnisSukanimiksua
sUuvumsdwapgusuwatnsumetdamidaunssuuuu App of Apps lagiddduUs:nou
dhAcgtunisrfiviudod:

e Metadata ua: Namespace: finuasausuwatasurantdu dit-platform
Mutd Namespace argocd twarhkthAluAgugnaiomsaouAy

e Source Configuration: s:uurnavdoya A repoURL TU & v
git@gitlab.com:dlt/dlt-tms/configs.git ua:nirnua Path TUgvoiwatao$
apps/ LWalk ArgoCD s1uua:zUs:udawalwanouwnisdugos (Child
Applications) AvkuafagmMetulwalaasdonadlagsalula

e Destination: s:yuuUaltegnivAod Kubernetes Cluster Udd U u
(https://kubernetes.default.svc) itwplknisBolasludaniuztiadunisiu
LEE((ubIlatIplall

e SyncPolicy (Automated/Self-Heal): n1sAv A1 automated: true SOUMU
prune: true ua: selfHeal: true ¥289ths:uu ArgoCD awisadsudsvaniu:
yovusUwalpaBugosnvrualkasviu Git Repository TaRuRuuuissalng
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wazaiwisadAuaniuznisAvAi (Configuration Drift) TAnduuIgndov
awhrhkualdtu Git Ialagsaluda

WanauwnissuyadtilUssulatiou "FAdoLun” A28TRALQUASIUUEIUISOYENLULNQ
n$odadousmstkl a Whdlasoms DLT-TMS Tdaghvsoaidd Tagordgtwgvnmsadiaa
TWatu Git Repository szuufin:altdunisysudsvonisdwaonglkdaoandovnu
AdNvuwWaawaSuUDE VWU

4.9. ArgoCD Application

s19Ms ArgoCD Application ﬁonuoﬁasﬁu configs/apps/ uuvoonidu 2 ngu
AD

 Application Services 1Juasuupvs:uuRUEBNVISaMiU
nui: 10udoIuiadounisiiviuuavs:uu 18U nisSudvdoya AP,
misUs:udawacdukuv GPS, ua:s:uuus:udanalkanisniciina
AxwaEAn: 10udound Ao wlbudwev” goga iwsrilluwaviumsidou
TAawwauntoymilknsunisuuaonivunlagiowa:

e Infrastructure Services Wud>uyovs:uUARUENUILhS:ULLTS
KuA: 1ulAsvasivwugiu 1u gaudoya (MongoDB, PostgreSQL),
astiuuny (Redis), stuusudvdonoiu (Kafka), uass:uutid1s=3v
(Prometheus/Grafana)
Ad1ud1And: LJunisniSud@AadiutladesuazAadiudananyg
TastduIasTIUaANALNUMSLTSUS:UUIKATUUTKL

491. Application Services

Application Services Aonguusnisi "AuAUSnUIWUITu" (Custom-built
Services) uﬁamauauaomssn:mos‘sﬁauaonsumsuuaiomountoalaww:

. anunuzaiAng: WusowduosUs:gndhaonuuuutWodan1sdoyanisyuudo
STUUAUNBN La:usmsauuauuntsviu

« KU1Alu ArgoCD: ArgoCD kU AGaaiuua: Deploy so$alAaoin Git
Repository vavAuwuilagasy twalkjulp31Wioastniikéonisunludndiva
o:Qndvuaulgv Production agivgndovua:Uanans
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o dda2g1vusSnas: 15U dlt-platform-api ((ddan1sA1&dvs:uu), dit-connect-
frontend (nUnpduaavwadoyadinSugidoiu), ua: dit-event-consumer (s:uu
Us:udawadoyaltkQmsoilaw:uDvuudv)

Application Services p:10udduypvs:uUANVAUINLTASarhdulwadKsus:uu

DLT-TMS
msvi 4-4 ddus:uuiiiniswasuwuus:uu DLT-TMS
Application Config Source Repo KU
Name

dit-platform-api

api-infra.git

REST API nanuovs:uu

dlt-connect-

connect-frontend-

Web Frontend (Next,js)

frontend infra.git

dlt-socket-api socket-infra.git WebSocket Server (Real-
time)

dlt-datapool dlt-datapool-infra.git | Sudaya GPS oInaunsal

dlt-position- position-publisher- Publish churuveiuwinu:Td

publisher infra.git gv Kafka

dlt-event- dlt-eventbuilder- dasio Event dnSuudvoidéiou

builder infra.git asshgvu

dit-cronjob dit-cronjob-infra.qgit CronJob viuus:oruovs:uu

dlt-system- dlt-cronjob-infra.git Cronlob s:uu (13 repo

cronjob t@gonu dlt-cronjob)

dit-report dlt-report-infra.git USNISds1vs1IuvVIU

mswdasusrionisusmssawdudsus:gnd (Application Services) ARUAUZNUITG
wauudutwasovsumsdiliuviumumsiouovlasvns DLT-TMS Taguaaoanuduwus
s:n3108ounUwalnsu (Application Name) Auukavifiunsuwnissu (Config Source

UK1I3NIduUINUasSAEQs
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Repo) Aldviuuu ArgoCD 1WatKiAaAdIWBalputlunIsuskisdanissasalaa
uazamuzmsriou aod

e Tasvasivmsdams: nnuaUwalnsugnmKruamWiu Git Repository 1l@aw:cd (*-
infra.git) BoUssY Kubernetes Manifests As:ywisi0taasnisiiviuls
DEva:dyQ

¢  AIWKAINKAWWUDVUSMIS: SIUNISTUCNSIVASDUAZUALILAUSNISFUUAUUNIS
udavwa (Frontend), u§ms§c1msﬁalgae“iaawsha‘n (REST API, WebSocket),
Upudivusmsaduayumsfiiolawi:du WU s:uusudoyacdunuv GPS (Datapool,
Position Publisher), szuudasioitrnanisad (Event Builder), ua:s:uuviu
cumuuaan (CronlJob)

e msioulavs:uu: Nsuen Repository uovUda:usSNISEILIKAUWAILNIEILIS
USK1ISYaN1sOVDsBdauovsawauds$ (Software Development Life Cycle)
Tdaghodas: awnsnusudsounluusmstausmsnivldlasliidowans:nucousnis
3u YruwuAWEakguLa:A>IWUaDaRBtUNISURUANSIUENID:MSIEOIUDED

nisrhkualasvasivawasivddoilunalnd AcuAsosti ArgoCD awisnAdUAU
ua:gvlasludanmiuzuovuca:usnistu Kubernetes Cluster tAidAdWgndovuaz:wsou
tSvuaglauamuaniuzargans:yltu GitLab

492. Infrastructure Services

Infrastructure Services Aonauusnisi "AivAUSnuvItIstUVLIASTIULIGAdD
uazusuuciv” (Integration & Configuration) l\ﬁawlﬂug'lusm (Foundation) tunissSu
Application Services tnvdutkmviuldogvius:ansSmwuazlades

o anuau:zdiAacy: LDusowdudsSurasgius:augaainnssy (Industry Standard
Tools) AUlurd@advavlu Kubernetes Cluster TagAugnuinikUiAnIkuQ
AWISIOL0DS (Tuning) TAIKU:EUNAUNSEDIUYDVIASVNIS

« KUIATlU ArgoCD: ArgoCD AindiAdanisua:solastusiwdnouwnissu
(Manifests) uoviadpoloikard IWolklasvasiowugiudaniuz:Awsouldviu
aapaaita:lulumuuiassiuaculasangirmKua

e @22819USNIS: LU cert-manager (§1KSudanis SSL/TLS), ingress-nginx
(dnsSudanis Traffic), uazs:uugiudoya/unysciivoa ag1v mongodb, redis,
kafka Agn@advlusUuuuuoo Pod metundalaos

uKISNENAuLINUAsAMaas 4-15



Tasvmswauuns:uuinAlulagaisautnAuSKsdamMsyudoauAINIvauu
Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

AldrqQuas:uu

(Technical manual)

dou Infrastructure Services o:10udduyov Application ﬁﬁvg'vauuﬂjua“aua:mu
nstdoiutupvAnsads:aulannivAuinuidih Application diva tharduitdoiuaiu
nMsoonuuUUaMJaaNssus:uU

msion 4-5 douvdvs:uulasvasivvugiuvavs:uu DLT-TMS

TWalu apps/ Application KUhAvovs:uU
Name

mongodb.yaml mongodb sz:uudiudoya NoSQL dinsudatfudoya
uuuNans

postgres.yaml postgres stuuUdDYaIBYAUWUS (Relational
Database) d&rsuvalfiudoyalasvasiv

redis.yaml redis ssuuuAsUoya (In-memory Cache) ua:
s:UU Message Broker dsunisdoans
SEtK31OUSNS

kafka.yaml kafka szuuSudvdpyauvuaasuy (Distributed
Streaming Platform) dxSuuUs:udana
Joavunalney

minio.yaml minio s:uudaliuTwauuu Object Storage Atth
nunu S3

prometheus.yaml prometheus szuuuDULOPSUA:LAUTDYALLIASNCOA
UDvLAAALODS

grafana.yaml grafana ssuvudavuasuasaua:dinsiRdoyatuasn

loki.yaml loki szuuvativua:Aumdoya Log uuuns:o1g
AUY

promtail.yaml promtail StUULAusOUSOULa:dvcio Log TUgv Loki

cert-manager.yaml

cert-manager

—_ =

ssuuuUsSKIsvansiususovadna
(Certificate) oaluua

cluster-issuer.yaml

cluster-issuer

mruaoonlususovs:auAaaLnDS (Let's
Encrypt, Self-signed)

ingress.yam|

ingress

mrxualtdunotdoiu (Ingress Rules)
dmsu Production
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controller.yaml

controller-rollout

ingress-uat.yaml ingress-uat mrxualtdunowtdoiu (Ingress Rules)
dwnsu UAT
ingress- ingress- AouAUua:vams NGINX Ingress

Controller tunadaiwaos

kube-state-
metric.yaml

kube-state-
metrics

USN1SSOUSOUUA:F0UDIalASNUD VDU
NAtU Kubernetes

gitlab-secret.yaml

Kubernetes Secret dnsultntdoiu GitLab
Registry (Iutsuov ArgoCD App)

msvduaavsivNMsusmsaduauuta:iadoviiolasvasowugiu (Infrastructure
Services) Agna@advavitu Kubernetes Cluster tworihthAtus:uuatuayunisriioiu
(Foundation) tAnuuaUwaladurkan lagnnusniso:gnniinuaAikiulwatulwataos
apps/ Walk ArgoCD Uskisdsamsamu:ldlagsalula Tagsuunkthiuovs:uulddoa:

o stuudamsdoyauazuay: Us:Nouddgs:uugiudoyauiassiu ldun mongodb

(NoSQL), postgres (Relational Database) w a : redis (In-memory
Cache/Message Broker) oidusingiudrAcgtumsdatiuuazgoriudoyas:r31o
usNs

stuuUs:udanauazdativdoayavunatned: Msigoiu kafka dmsus:uuaasuio
Joya (Distributed Streaming) ua: minio dnsuriikinAldu Object Storage
AsavsulUslanoa S3 rlks:uuaiuisnsavsudoyaniusuItuuKIAMAaldDE10i
Js:ansSmw

s:uutihs:3vua:ms3iasiRvoya (Observability Stack): 1unguin3ovilionty
Adaoiuaniu:gunIwyovs:uuua:dtAs1:Kdcyra Taun prometheus (1Audoya
Wwasn), grafana (LasuasadiAsK), loki (s:uudaliu Log) ua: promtail (G1o&v
do Log) BuiludoudAnytumsihsosnuns:uutiiladosmw (Uptime) go
stuuadIwUanasigsua:msdamistdumv (Security & Networking): Taun cert-
manager ua: cluster-issuer dsudanistususov SSL/TLS saluld ua:ngu
U3SN1s ingress d1KSuAdUAUYBDVNIVNISITITVS:UUAVIUANIWILDQdDU
Production ua: UAT iwan>wUJanasies:augoga
indoviioaltuayumisdamsadalaas: 15U kube-state-metrics &1MSUSOUSOU
Joyaamu:melundalaas ua:msdams gitlab-secret iwonisidouconuunan
sosalnapenvUanany
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nisvans Infrastructure WiulAsvasiv GitOps tu ArgoCD aIWs1I9NISTIVAU BDOUTA
AuQuas:uuaiuisasnuiuiaszgiunisdvAi (Configuration Consistency)
uazaas:g=atuNMsaadvs:uuaduauutkuldaginsoaisd

410. ms Route Traffic ua: Ingress Rule

nisiiknuatdunionissudodoya (Route Traffic) ndonisnikuann Ingress
(Ingress rule) uu NGINX Ingress Controller AonalndiAtyAtdAduAU3IAIUD
DINMEYUDND:QNAVCDITIVITOUSNISCIV a Melunadlaas Kubernetes ogvols
1a® Ingress D:MKUNALDUADNAID ASIDEDUAIUD (Request) ATASU nLa:duANU
Hostname K& Path cwAfKkual3tunda:ng Wowusiasvmuidauly p:rinisdvcio
Aualulugo Service ALAYITDY dowalkaiuIsausSKIsSaNISNISLIIdVS:UU
Application Tdaghviius:ansmwua:Uuasasiudodu

DINCADDEIVIUMSIVAIUAID D:lKUSITNMSMIKUQ Ingress Name 31 tms-ingress
Bvs:y Hostname 10u tms.dlt.go.th Tago:5uAwoua:dvcalUudy Service 8o tms-
connect-frontend fi Port 3000 w3aus:y TLS Secret dnsumsidnsiadoya (dIt-tls-
cert) ua:mnuauiasmsauAulananigwuLlau 1wu mstatdviu ModSecurity ua:
CSP Header nvd Tasvasiwdavnansouliucda: Application QnNYaNMstFuNIvMsLIN{iv
TdagvIMUN:aUIA:SDVSUADIUADYNISUDVDVANS @WISNQSIMS Hostname Arhms
Ingress fiu Service uutAovuLtie DLT-TMS IdAmsion 4-6

ms1oA 4-6 Hostname ua:ms Ingress service WU Kubernetes application

Ingress Hostname Service Port TLS Secret
Name
tms-ingress | tms.dlt.go.th tms-connect- 3000 | dlt-tls-cert
frontend
tms-socket- | socket- dlt-socket-svc 4004 | dlt-socket-
ingress tms.dlt.go.th tls-cert
datapool- data-pool- dlt-datapool-api- | 7788 | dlt-cert-tls
ingress tms.dlt.go.th svc
dlt-grafana- | grafana.dlt.go.th | grafana 80 dlt-cert-tls
ingress

UK1I3NIduUINUasSAEQs
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tms-minio- minio- minio-svc 9000 | dlt-minio-
ingress tms.dlt.go.th cert
prometheus- | debug.waylar.net | prometheus 9090 | — (U TLS)
debug

Ms1vAvNaUFAVsITaZyan1sAvAl Ingress Rules Boidunalnd1Atylunsuskis
vanisnmistdfivusdwataduoinnmeuangniatu Kubernetes Cluster uovlasvnas
DLT-TMS TagidovAus:naurnantunisriviudod

« nasdanastduniv (Traffic Routing): ucia: Ingress Name o:QnoufnuU
Hostname (Domain Name) Ariikuald (WolkK Ingress Controller a1uisn
usnue:ua:dodarua (Request) UV Service UmsmvngndavldagvouLiugh

« mss:ywosadoans (Port Management): Ms1vs:ywasauargmvonuca:usms
Watdviu rtkmsdoansdoyavovuda:uaUwalndu (1Bu REST API, WebSocket,
nSouavuosa Grafana) awduluagroidudaddu

« mssSnunAwUanane (SSL/TLS Security): GnisniKkua TLS Secret thnulfiou
nnusns BulduMmsUuvALIBLIaSTIUNSITSKaTaYas:K31vMsSUED (Encryption
in Transit) lv“\'/anawuUaaoﬁauaoﬁagamuumsgwumns‘g lags:uuo:159nlsd
tususovadNans:uUT3tumMsgududoauvovlda: Hostname

n1sdanis Ingress tuanumu:d outklAsvnis DLT-TMS Gs:uutnépunundansu
awisnvgrgusmistwuldvigniunisiinuaAtwevatded (Single Entry Point)
lagAgoavsnuiAdIwUanansua:adwtdudsudovavdoyaaiudoaninuquov
nsumsyudomvounidogivasundu
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41M.msSamsadnuluavdasasiodos SSL/TLS

nisUs:gndld ModSecurity uu NGINX Ingress Controller n1stWuSu

A WUananutiinis:uuADy ModSecurity 1udoukivuovnagnsnissnuiAuiuAv
Jaoaneg (Security Hardening) uovlasvnis 1ag ModSecurity d:riktnALduLNS:
Uooriu (WAF) tunisasooaoumisdoaisriulusianoa HTTP/HTTPS Aouitdiua:uioon
TasiiANUEINSALGUGOT:

412.

N1SAS2PIURTANAIVUUULEVSN: S:UUAIUISNILASIKSULUUAIUD (Request)
ARaUnawaUsviunsTouditusyuuu SQL Injection ua: Cross-site Scripting
(XSS) Taogivsoalss

vrasgrumsidovriumuuudnmv OWASP: nisuh OWASP Core Rule Set (CRS)
UIWs:gNALS ¥outRs:uubincurmsdadulodunculasansfiduuiasgiuaina
awisnasd>oduua:danunisidnfivAoUs:avAsigdadoyanionisweigiuy
1>1:s:uUldDEgIvASDUNQU

A2wwssudomsURUavIL: MSAVAINDKUAYNSIUDETUNDUWNISBUUDY Ingress
Controller ¥o8thn1susKhisdanisdiundIwlananelluluogivilus:uu
(Infrastructure as Code) wa:au1snsOVSUMSULIEAIUDYS:UUTQUAVTSBVS:AU
A WUananuAImiAguAUNnNQ

misUovnunoanmudde Web Application Firewall (WAF)

tuanrUagnssus:uu DLT-TMS nisul Web Application Firewall (WAF) U3

viudatlumsiwusundiulananeflduodafngatunisnsovnmsdoaiss:k3oiAiouie
Meuanua:dswioaskan Tas WAF rmrkthAladiou "winoiusnuinniulanansnasdo
AuFuMs:" NautkyAnalhgwufRo1AS

KannIsMvIuLa:AUaEIAY:

msAansavdoyas:auuduwalndu (Layer 7 Filtering): WAF TuTdaQuweaoun
Lauﬁasﬂaw (IP Address) kiou Firewall N2TU ucdo:zriinis “un:" ua: "siu”
ok tuuWwniiadoya HTTP/HTTPS tWwaasooaausidAidoniasUuuudoya
Ao uOUIKEDTL

msUovnudavindurasgiu (OWASP Top 10): s:uuaiuisnasdIvduna:ananu
nmisTbudRwuupsldlagdaluda o1n:

uKISNENAuLINUAsAMaas 4-20



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

; AldrqQuas:uu
WagdealuayuLa:ons:auuasyugus:naumsyudvdummovauuvavus:inAlng (DLT-TMS)

(Technical manual)

o SQL Injection (SQLi): UovriunisdvAidoidnidrniatondadodoya
DINFuTDYA
o Cross-Site Scripting (XSS): Uovnunisdvansudauasigtdnludotu
riNSutWoulusdayartdviu
o Awdangutumsysuudv: N1stdoiu WAF sounus:uu Ingress Controller
$28thawIsndvAINnNIstdovnu (Ruleset) lawizio:ovdnsuuca:usnisene
(Microservices) 1d fitks:uuin>wUanangnauqanuus:ansmwnisrioiu

annotations:

NAAANAANANAANANNPNANAS

NAAAAANAAAA

sun 4-5 TaatudoumsiwumsUoviudinsu 1WDSDVSUNMISNASDUNISIDIISIUULIASTIU
OWASP uu Nginx Ingress

Aosui 4-5 AUEnuITArNsIdanisUaonus:uu ta:unlundooINimsnaaous:uy
UULIASIZIU OWASP Avdnodup:GuivsovnivAmonuinuitiundso:lidnstdanis
Uovnutliovoindowacdas:uvua:nisidviuvovs:uutliovoindnisidunts APl 3ua
AvdnodunioAUEnuiIdniss:y Scope APl AtSTSTUADS:UULAIBVD:DEIUSIBOIUNTS
Js:iouua:unludoolnd

413. msuhs:vuazms3iasiiramuzs:uu (Observability: Monitoring & Logging)

IWalkn1sUfuaniss:uu DLT-TMS Gadiudattavuazaiuisasulionudouna
Aootiaduldogivoriunovi AuAUEnuildoanuuuanmdasnssudiunistidis:3vuas
SiAsRamuss:uu (Observability Stack) lastdindpvliouiasgiuainalwoasivs:uun
awsaasdoaoulannaniu: (Full-stack Monitoring) Aod:

4131 s:uumsé‘mﬁuﬁagac‘iaifin (Prometheus Monitoring)

Prometheus fknuAtdus:uusousoudayaldodolay (Metrics) Luuoynsuldal
(Time Series) lavsiga:zuanviINATAGYT:
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« nalnmsrnu: 1358Ms Scrape Joyariu HTTP cwgovoaiimkua (Scrape
Interval) ownwUnue (Targets) wWu Pod, Node ua: Service choa

« msdvrn (Configuration): fKkuaukavdoyariu ConfigMap LWodvdoyanin
Kubernetes API Server, Node (W1u cAdvisor) ua: Pod fis:y annotation
prometheus.io/scrape: "true”

« msusmisdams: dadvlusUuuu Deployment metld Namespace monitoring
Tagdinamswndvmetu Cluster Ao Service Us:nn ClusterlP wsaunvrikua
Resource Limits auyu1QAUIKU:EUUDYAdALIaDSIWaUDVAUNMISISNSWENS
tAiusudu

4.13.2. ssuumsdamsvayavuiindounaiv (Loki Centralized Logging)

Loki mnthAlus:uusouAugdoya Log (Log Aggregation) Avanuuuuiwasavsu
voyausuicuun (High Scalability):

« Us:@nsmw: sovsunisfudadoya Log tWaUs:ngaWwuASaliu ua:tsniua
LogQL ums&uAudoyansoai§ouazdiangu

« msusSmsdams: dadvlusduuu Single Binary tWandwa:asntunisQuasnu
lagdnismKkua Resource Limits (CPU: 100m-1000m, Memory: 128Mi-1256Mi)
wa:MKua Retention Period auAd Wik :auyavulguigmsdaliudoya

4.13 3. stuuddunusdusdudayavuiin (Promtail Agent)

Promtail fikuAldu Log Agent AdadvtusUuuu DaemonSet uunn Node
Mutunadalaos:

« mIsHIvIu: asddaduuazdodoya Log o1nnn Pod uvutsgalniiniu
/var/log/pods

« nist8oudo: duvdodoyavdufniUugo Loki Wiu Push URL
(http://loki:3100/Ioki/api/v1/push) TagldArADUWNLSTULIASTIUWIU Helm
Chart tWathdhedomsusmisdsamsua:aulaadossu
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4.134. msysaumsvoyariunasuasa (Grafana Visualization)

Grafana rrhAWugugnaomsuaavwadoyasINiv Prometheus ua: Loki:

AldrqQuas:uu
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«  msuaavwa: 350 Dashboards 1Wo31AS1:REMU:gUMWUDVS:UUIA:US:ANSNW

Uov Microservices

Ad1uUasafie: sovsSunistdoudoniu HTTPS (TLS) wWau Ingress
grafanadltgoth Tastdlususovadna dit-cert-tls iIWoAd1WUanany
tumistnidoiu

msudvidou: finuaAINsudvLdou (Alerting) tWas1gvIUKANISAIRAUNG
WiugaomModoashmKkua EostrRqQuas:uuuNTudrymIduUULBOSN

4135. msusKisvamss:uuad8 Helm Chart (Configuration Management)

IWalknisdanis Observability Stack tJuluagrvidus:uu AuAUEnulldda

NIsusKIsvanisuuu Infrastructure as Code (laC) wiu Helm Chart u1(&:

A wWuiasgu: 18 Chart u1asgu (18U grafana-loki-stack néouen Chart
s1gdou) tWorihkualdosSu Namespace ua: Resource Limits tiiduuiasgiu
1@g2AUNVS:UU

daduovmsdams: Nstd Helm $ostrmsaiadv sUiaa uazghes:uu (Migration)
awsarmidogiosialdd ubugh wazaandwRawalatunisavaAl (Human Error)

Aorotiadulunstimsdadodiuaulow
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DLT TMS PLATFORM: MONITORING & LOGGING SYSTEM

HELM CHART INTEGRATION 7
MON ITO RI NG SYSTEM Tool Iilfe grafana-loki-stack hglp you graﬁvg-!oki-stack LOGGI NG SYSTEM
(PROM ETH EUS) which Ire to deploy the unified stack efficiently. (LOK| ot PROMTA"_)
TARGETS ; S L0 5
9 P rom et h e u S K8s API Server: Kubernetes Node i Kubernetes Node Kubernetes Node

\O Nodesn

000 000

Pod_ Pod _Pod Pod _Pod Pod_ Pod _Pod
. Kubernetes Cluster Scrape o Pods | Annotation: ; i A 7 ] 4 | NG 4 o A i
- Running as Deployment in Config \ [T T i [\\ PROMTAIL AGENTJ § {« PROMTAIL AGENT] - [ﬂ PROMTAIL AGENT] §
+ 'monitoring’ Namespace (Scrape) | \6 Services{ (Daem:nSet) i \ (Daem:nSet) (Daem:nSet) H
; = 2 5 Logs LOGQL J
( ] ‘Q kube-state-metrics 5 l LOGQL
| PROMETHEUS SERVER > — : 2 HTTP PUSH HTTP PUSH
‘ LU o cAdvisor a > ’
| v3.0 ‘ — £ hnp'//lok%%';'o?;ts:k:;:;i/w/push
-_> 3 3 Data Compression
W Time Series Database | | A\ Alertmanager WERRT RS Flexible (I;uerying
[ ) emptyDir f :
tj;-houvretention = GRAFANA DASHBOARD LOKI SERVER LogQL
erts
% . CENTRALIZED LOG
Time Series Database METRICS LOGS AGGREGATION
emptyDir (TIME SERIES DATA) « Helm Chart: grafana/promtail 6.16.6
48-hour retention * Release: promtail
+ Namespace: logging
’ + Resouree Limits
« Port: 9090 (ClusterIP) & * Helm Chart: grafana/grafana 9.0.0
+ Namespace: monitoring A © mz’;i?;ﬁ:;a'zgﬂ;agﬂo th
0 g::;z:&eer'{m?: prom/prometheus ALERTS GRAFANA (with TLS, secret: dit-cert-tis)
(V|SUAL|ZAT|0N & ALERTS) + Admin Password (via Helm param)

sUn 4-6 SULWUMVS:UU monitoring loggin uvus:uu DLT-TMS

MWuRURVGLEaYNSs:UdUNsHivIULUUSaludGuov Cert-manager Soritkinn
tdufgudnalvtunisusrisdanistusSusovadna (SSL/TLS Certificate) naetu
Kubernetes Cluster upvlasvnis DLT-TMS lasidduasurkdanaivuiasgiulusianoa
ACME &v:

1. mis$ovualususov (Certificate Request): (oin1sUs:MALS (Deploy) Ingress
Resource hSo Certificate Resource tus:uu Cert-manager D:QS>DPWU
ADWADRVYMSIZVIUTUSUSDVADNadInSU Hostname Uua Tagsaluda

2. mswadlinuduidwov (ACME Challenge): Cert-manager D:Us:auviunu
WiKuSnisoonlusSusov (18U Let's Encrypt) Wauldslanoa ACME LW
ns:uduMsasddaouU (Challenge) J1s:uuisovudluuovlawuluydudso

3. msoonuazdiadvlususov (Issuance & Secret Injection): WoWiuMsasIDaou
ud> JAUSNIsD:aoNtuSUsoVaINaua:doNauu1gv Cert-manager 8vo:Un
tususovludalfutusyuuu Kubernetes Secret

4. misthlUldvau (Integration with Ingress): luSusovAdaliulu Secret D:qQn
13untdviulasg NGINX Ingress Controller iIWoas1onisidoucoanUanany
wWiuluslanoa HTTPS (TLS) d&nsSuusnisciiva tulasonis

UKISNgIaYINUAsSMAas 4-24



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

; AldrqQuas:uu
WagdealuayuLa:ons:auuasyugus:naumsyudvdummovauuvavus:inAlng (DLT-TMS)

(Technical manual)

5. misdoo1gdaluia (Automated Renewal): (ialususovindnsuriikuaay
Cert-manager d:lU1gns:udunissSovudiususovinulagdaludd (Renew)
¥28a0AUIEVASIUUD:KYAB:INDINMSAUCDDIYTUSUSDY
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5. dijomsrviuvav Argocd

s:uu DLT TMS t3uusaa GitOps — nnnistJaguudavlus:uudooiduoin Git
lduo mMuunly cluster Tagaso

tus:uu DLT TMS dnisthuudniv GitOps utdl0ukaniunisdanisuazAdUAU
nstaguudavdiv a metus:uu TaguudAa GitOps Ao NMsikualkNNNIsSUSUUSY
unly wdaddiaanswenslus:uu Tu310:10unisAvArnauWnKionIsUsuUsolAa
2:AVAITUNISKIUS:UUADUAULDDSSUDEY Git tndu naidAs nnagiodovunlun
Repository yov Git fiau ud>3vlks:uudalula 1wu ArgoCD rhkthAthmsiuasuudav
duluUs:gnAdldnu Cluster 950 mudhldunlurkdaUsuuco Kubernetes Cluster Tagaso
1davra twalovnuanuRawala aaA>uduau uazmtkawisnaamudounduus:3a
nistdasuulavivrualdogiviusvlana:asdvaauld tdunisasivuiasgiu
ua:nawuUaaoﬁa?un1squatnsoa§1mﬁug1uuaos:uuuuuﬁamﬁw lagns:uoumsunly
p:0uTlUusUA 5-1

[Unwcuun]
|

| 1 uily config / code
| 2. Push Ju GitLab
v
[GitLab Repository]
|

| 3. ArgoCD as>owumswaguulao
v
[ArgoCD]
|

| 4. Sync saluda (metu 3 uin)
v

[Kubernetes Cluster: dlt-production]

| 5. szuuldsunmsauiaa
v
[WIS1RuNslUasuulav]

suUf 5-1 usuivNIsWILan Application mu GitOps

UKISNYIdLLINUASAMES 5-1



Tasvmswauuns:uuinAlulagaisautnAuSKsdamMsyudoauAINIvauu
Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

AldrqQuas:uu

(Technical manual)

uwurvduaavionsikavovdaya (Workflow) tumsusuusosawduos Tasdddu
Jucpuntduuiassuaod

1.

nisunlvaniuzsiu Git (Development & Versioning): UnWcuu1t3udu
nmsrivulagmsudloiwarkuaai (Config) néososalaaluwunriiviudoudd
\ola§oduo:dudunis Push Joyalkaidudug GitLab Repository Zorikii
1Wu "unavAUDSLIWEVKGVIGD" (Single Source of Truth) upvs:UUAVKLA
nistidrdvinanisai (Continuous Observation): ArgoCD d:riakU Atdu
Controller Anpatihdoinanmsal (Watch) mistdasuudavlu GitLab Repository
agvdoilion KINwuTAdIUILANGIVS:K3wanu:tu Git AuamuzAtiadudsoiu
Cluster sz:uud:NMMsudvVLIGDUKSDIASEUMS Sync Tagdaluud
nisus:gndldaniuzlasdaluua (Automated Reconciliation/Sync):
o ArgoCD asd>opwuAdIwLaANdIvY s:Uuud:iIN1sdoni1slUgv Kubernetes
Cluster 1WoUSulUasuaniu: (Sync) tkasvnunmkual3tu Git Tastds:g:1oan
dudumsmetu 3 uii (logus:ucu) BvaanIWLELLOINMISARQUAS:UUADVIINTU
vamswWiu Command Line ddgauiov

nisasadasundudso (State Verification): Lions:udounis Sync 1a&odu
s:uu Kubernetes :aUlaaaniu:uav Container/Pod tWiinvkua rtks:uu
tRUsSMsAdeasBuUaIganKIuNISNaaauLa:5usovoIn Git udd> Bodowalkils
Jaremvolasuwiooskiomsunlutoumiisuiaaaiga

51. mswhtsviu ArgoCD Interface

RQuas:uuaISIWNHvKIDBUSKISSaMSs ArgoCD Tdmugavmonmkua:

—

wWalsunsuiduusidwsos uaziwng URL: https://argocd-tms.dit.go.th
niniséiugudoau (Authentication) A28 Username ua: Password AldsSu
aunIamuulsuIuSNUIAIULUALUADQNSUDVDVANS
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Applications APPLICATIONS LIST

Applications 1 = - -

|ﬁ| Qargo

https://charts jetstack io/cert-manager 1172

dit-connect t-frontend in-cluster/default

® © synced
@ O ouofsyne

HEALTH STATUS

dit-datapool

dit-event-builder in-cluster/default

t@gitlab.com:waylar/dit-tms/dit-event-consumer-infra.git/prod HEAD Healthy

Applications APPLICATIONS LIST

Applications 1 N -

|ﬁ| argo

cluster-issuer in-cluster/default

mMwrthoalUsunsy ArgoCD AUsINntusun 5-2 WutrdoviionandnsuriqQuas:uu
(System Administrator) tunisiifuqQuaaniu:udvs:uuuuu Centralized Dashboard
TasdovAUs:NnoUMsMvIURdIAtUAZoDDNUIDINMW GOU:

. siwmsuaUwaladu (Application List): USiDrunatomwuaavsigdousuwalnsu
ﬁohuoﬁ'agjmatdmso‘omsuao ArgoCD 18U cert-manager, cluster-issuer,
dlt-connect-frontend tOudu BvuaaviKIRUIISIVUUSKISTANISNNDEID
(N Infrastructure ua: Application) Wiu GitOps pghvtdus:uu

o amu:msdvolaslud (Sync Status): noduldanmiu:udaavikikudiusuwalnsduagiu
danid:ta 18U Synced (dnu:ztu Cluster asvnulu Git) KSo OutOfSync
(Jdvndovaulaanéainisiudsuudaviiadu) dotdudouodsis:uudnissans
nmistaguudavagvlusola

o dmuzgumwudvs:uu (Health Status): udavaniu: Healthy drsuiauwalndu
ArhvIuTdauUnd $o8tRFqQuas:uuasIDaEUgUNIWYDVUSNIscIva TanufIN
rhUooldedlagliidovidl Command Line
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. msiSoudaiuukavdumv (Git Source): lulcia:s1I9MSUDUWALABU D:S:UAUT
uovUoya (Repository Path) wu git@gitlab.com:waylar/dIt-tms/... 3o&uguin
s:uudMs3vVEVaMUIN Git MLusNIY GitOps AMmKkuald

5.2. msusmisdamsdayandiwlasane (Credential Management)

A1d v kubectl -n argocd get secret argocd-initial-admin-secret -o
jsonpath="{ datapassword}" | base64 -d 1Ju38n1susnisdanisiwaldonAudoya
sKanWulsududinsulnudqQuas:uu (Admin) tus:uu ArgoCD lagdsiga:ldga
msrhouaod

« nalnmsiBgndoya: Adodonanildumsaadanu Kubernetes APl twododaya
ADIWAU (Secret) As:uBo argocd-initial-admin-secret metuluuatlUs argocd
TasldiAdoviio jsonpath LWalD:DVIAWI:TDYasKanuRASalAuaglusUuuy
Jiulay 64 (Baseb4-encoded)

. msadaskRaua:msthluls: Joyandoldo:gnaoniulugns:uounisaoaska
(Base64 Decoding) 1Wallaguaniu:doyatinduuinglusluuudondiuund
(Plain Text) 8vRquas:uuaisathlutslumsduguddautwatdngs:uunsousnla
DgvsdaLsd

o Usd&rAcumodfua: 5snisdvnaidydgiwuds:Fnsniwlunisufjudviulagaa
JuaoufAsudoulunistndoIwdrikuaal Taglawl:tunsainisAvAIS:UUTKL
KSONISNOdDUS:UU

donAdss:3vdiuadiuiuavUasany: LipooInskaniudonaidludoayadiAcy
uovs:UU WUAUAvIUADSIEvIUAIdDTNeldaniwudadouidanansua:3inaans
nistdviadovubdisalvulauisndiudunolanansaisautnAuovlAsvnis
DgvLASVASQ

kubectl -n argocd get secret argocd-initial-admin-secret \
-o jsonpath="{ data password}" | base64 -d

sUi 5-3 FrdvlumsqQsKRasihuwis:uu Argocd Ul
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5.3. msas>daduanuzs:uu (Observability)

noufD:aUISNIBA&D argocd app list IWoasIDaDUaMUUDVUDUWELABUTUS:UU
Argocd Tddu gquas:uusiludavidiindoouine (server) Adado Argocd oginou
TaondTUo:3TUsunsy SSH 18U ssh iwaidoucdialugvindavuiiienWiu command line
A2081018U ssh user@hostname ands:uvudrdoawisasuAdoniieddovnu
Argocd Tdpghvgndovua:Uanasne

nistwtAdavuldiedaiduduaaudiAtuiwonoiulanany 1ws1:828TAUUTDIN.
misdidunisdiva gnasuAulagRiansAlasusunaidu Kavo NG LIASovuLIUY
udd3varuisald argocd app list IWouaavsiwnsuoUwaLABU wspudamu:uazgumw
vovlda:uaUtus:uu Argocd Tdoghoidus:ansnw

TogidaihdviAdovulinuauntdmdodogui 5-4 10 ua:o:ldnadwsdomsivi 5-1

argocd app list

sUi 5-4 mdvascoaou Argocd app uulAdovuLtY

Mmsoi 5-1 HadwsSmsAum Argocd app list

STATUS | HEALTH AJUKINY davra:ls
Synced Healthy Jna nnogo OK ludooro:ls
OutOfSync | Healthy pmswasuulavlu Git so sync | so (~3 uifi) K8d sync

o
Synced Degraded | Deploy udsuc app dUtym qQ logs vav app Uu
OutOfSync | Degraded | GUtumua=gvldla sync Qsd>opdauadu
Unknown | Unknown | ArgoCD luawisaasooaoula | asovpaou ArgoCD 1ov

msivdvnanasvinuAns3dodsamu:uovuaUwalAsunIuAIdY argocd app list
Taguuvoontdudovid@Gran Ao Sync Status (aniuznisdvlasiusnu Git) ua: Health
Status (an1uzAdIWWSDUTEVILYDVUDUWELABU) WolSLduuudniolunisasdoaou
ua:ufludeym (Troubleshooting) vl
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« nduaniuzund (Synced & Healthy): 10uaniu:As:uurioiugndavauysal
(Desired State) ﬁaqatunéamas’msoﬁuﬁ'r‘hhuob‘Iu Git Repository lagliidoo
gnmsaidumstaa IwuLau

« nduamuzsomisdidums (OutOfSync & Healthy): Uo3310n1susuUsounly
IWanouwnisdulu Git udd ucis:uuoglus:kd1VNS:UDUNISSDBVADATUIG
(Reconciliation Loop) KéarWquaaiuisadv "Sync ba" twaUsuaniu:tkidu
Jopuunun

o navamu:zdovidhs:5v (Degraded):

o Synced & Degraded: udav3is:uulasuiwanouwnissuargauad
ucicuauwatadunmelu (18u Pod) Tliaiuisasuldaiudnad satdudov
asooaou Application Logs 1WorakaquovdoRawala

o OutOfSync & Degraded: 1Juaniu:3nnafga Uvd31s:uuLAiandIU
Waundlus:daunas Deploy h3alwanouwnisduiUeyri d91tludov
asddasudou (Urgent Troubleshooting) tWworAuamu:msrivoiu

o navamuzlinshavuudsda (Unknown): liaoINnscii ArgoCD Taiuisandoans
AuAdalaasid néas:uudanisuranmsidouds MKlUawIsaUs:ITuaniu:taa
a0 SnludpvasdoaauMsmuIUYDYAdSs:UU ArgoCD 1ov

5.4. nsas>daduamuz:nismviuudv Pods

A&V kubectl get pods -n default t3dKSuasovaouaniuznisriiviu (Runtime
Status) uaondaads:uaawauumlﬁnﬁ'aomutu Kubernetes Adaiaas (Pods) AGadv
agjluluuals default Tags:uud:uaavdoyanarAcydod

« READY: uaavodsiudu Container Arviuldaiutdouly (Ready State) tRgunu
duou Container nokuamelu Pod

e STATUS: anu:UopUuuov Pod 18U Running (wSauUfuaviu), Pending (Madv
sovadssnswens), hSo CrashLoopBackOff (tNaAd>1uRawalQua:weaeuy
saasnAdiov)

« RESTARTS: 51udunsvi Pod Kéa Container n1glutiaadiuRawala
uazdovisudunmsrioiutkl SotdudouvdadcyiivAnuiadosupvuoUwalnsu

« AGE: s:g:Da1a:aun Pod 13uriviuuundalans
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kubectl get pods -n default

NAME READY STATUS RESARTS AGE
dlt-platform-api-xxxxx 171 Running O 2d
tms-connect-frontend-xxxxx 171 Running O 2d

sUf 5-5 Aidvqamu: Pod

nwduaaowadwsoinnisidA1dv kubectl get pods -n default tWoasd>oasu
aniu:nisiiviu (Runtime Status) uovusUwaladuRaadvagnislu Kubernetes
Cluster tuluwals default TagdovAUs:nouypvTDYaRd1ATYALG:

« NAME: ugavdatawi:uov Pod dvidunktiosUs:usanawugiu wsu dit-platform-
api-xxxxx (USN1sddurnavuiu) ua: tms-connect-frontend-xxxxx (USNISKU
U1u) Tasdoumaupoio (xxxxx) Ap Hash uov Deployment As:uuasiodu
paludad

« READY: uaavadiuwsouuovaaulnuiuasnN1atu Pod (Container Readiness)
doghvotsu 1/1 huedvonielu Pod U 1 Aputnutuas wa:wsaulkusNISUaINY 1
ADULNULUDS

« STATUS: anu:UoU0uuav Pod Bvaniu: Running §ugusiuaUwaladurido
Jpuaviumudnaua:lasudadassnSwainsoinAddLlaasIiseusaaudn

« RESTARTS: Shudunsvinautnuuasinmsisuduriimulkl (Restart) Adu O tu
mwﬁalﬂuamu:ﬁ'mm:aur‘iao (Optimal) UouandivAdWadusUDLUDUWALABURA
lUreginamskyas:=vn

« AGE: s:g:Da1a:aun Pod 13urihvuuundalans dotumwdo 2d (2 3u) a:noudiv
lafigsmwua:AducaLipVIUNSTKUSMS (High Availability)

5.5. msadlaas:uvua:msits Image Versioning

msaulaas:uuaidumswiunaln Declarative Deployment lagiqQuas:uud:riins
uATUTWE kustomizationyaml IWDS:y newTag oV Docker Image 12058utkl Wadns
Push code z‘fuaj Repository s:uu ArgoCD o:ditdunisdsudaniuzuov Cluster
thapandoviumns:ultku (Rolling Update) Tagsalula
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kubectl get pods -n default | grep -E "mongol|postgres|redis”
kubectl get pods -n kafka

sUi 5-6 msdmdv grep -E (Extended Regular Expression)

MasSniemw
A195U: A1V LS grep -E (Extended Regular Expression) tWodolawa:
Pods AlAgadavAus:UUZIUTDYaDDNUIDINSI8N1S Pods AVKUQ BI8TRRQUAS:UU
asovapUAUWSDUUDYZUTDYaldDgvsdaISOTlasllidipovQsiyms Pods Siuduuin
AdsLe: Iovons:uu Kafka Undmsrhviunuundalaasisudou Msasdoanu
lawlztuuals kafka SvgoetAlthuaniuzuov Broker nnAasTddatoudiogtuaniu:
Running wSauthusmsmssudvdoyansoll

5.6. msasddaaudayavtuinmsmviuuav Pod (Application Log Analysis via
ArgoCD Ul)

tunscdnuaUwataBurdousnisniglus:uu DLT-TMS 1iadoRawalrandoniviu
Waund (Degraded State) qQuas:uuaiuisnasdvapudoyavufinnisniviu (Logs)
IWoS1As1:KKk1athquovUryka (Root Cause Analysis) WiukU1oo ArgoCD Ul
Glagasvy TagdduapumsaiduvuGod:

Juaaumswhiivdoyaluiin:

1. msidonusmsihruig: 1hg ArgoCD Ul ua:idonuaUwalndundaomsasivaau
tus1IFMSLDUWALABUNDKUQ

2. misstynudgUuaviu: melusiga:ivgauovuddwalndu o:UsiNns1wns Pods
AlAgodov thldan Pod Adaniu:Aaunands Pod Adovnisasdoaoudoya
misrfiviu

3. mswhiivdsuuaavna Log: 1ionanin Pod donaid tiidanufiu "Logs” Bvs:uu
o:udavdoyavuinnisniviunuuisgalnl (Real-time Stream) o1n Container
metu Pod dua
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Us:lgsuidvinatdaua:msauavayumsuguavu:

+ Centralized Debugging: N1sqQ Log Wiu ArgoCD Ul osaandiud1t0u
tumsigndvindovuing (Server) Wiu Command Line Tagaso $28hRURUALIU
awnsndinsiRdcurIldondounaivogoa=aonsoatsd

« Container-level Filtering: s:uuauty1OTARQuUas:UUaIVISOLEDNNSDY Log
Law1:1D1:0vs18 Container (lunstii Pod Us:nauddukaly Container)
BoBIYIWUAAISEaLLUETUNISSIURAUNWSDY

« Historical Traceability: s:uuawIsnuaavUs:3a Log oundvldtus:aukdv
$o8thqQuas:uUaIuIsnasIvanuIkanisaiftiadunautiadoRawala

(Pre-incident context) rhtﬁmsmouwuuﬁTuUrgmﬁnmuqnﬁaoua:sao@as‘joﬁu

Q dit-connect-frontend APPLICATION DETAILS TREE
|& 1 Qrgo
Applications 7Y Log out
APP HEALTH SYNC STATUS LAST SYNC

@ Healthy OutOfSync from main (c088866) (3 @) Sync OK 62

od. Succeeded 4 minutes ago (Wed Apr 22 2026 22:11:18

ab CI/CD <gitlab
[skip ci] PROD mani

hor: GitLab CI/CD <gitlab@gitlab.com>
ent: [skip ci] PROD manifest-image update for b

dit-connect-frontend-755bbd. s dit-connect-frontend-755bbd.
L 4 . v
3hours )(rev76 3 hours ) runaing }(1/1)(0 )0 ) more

dit-connect-frontend-75c94c4.

dit-connect-frontend-6¢c8¢97b.
L 4

dit-connect-frontend-587449
L 4

tms-connect-frontend . dit-connect-frontend-86c4779.
L 4] . v
3 months

nnnnnnnnnnnnnnnnnnn
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mwmiss:uchuklivnswenns (Resource Identification)

e uUdQVWOLAUEUWUS (Application Details Tree) uovuadwaiAsu dlt-connect-
frontend BvoUs:nouddsdouds:nouciv a WU rs (ReplicaSet) ua: pod

« mspanidan Pod AdovN1sasIpaou (NSoUELDD) D:80UTARQUASIUULDITDY
avlufioksudaus:udananowrMavus:autoyn rtknsiuamu:gumw (Health)
ua:tayalbooduuov Pod Gu a TAAUA

i dlt-connect-frontend-755bbdb8b5-rspfp @ @ @
LoGs

——
APPH

> waylar-connect-v2@0.1.0 start

Applications

> next start

A Next.js 14.2.35
- Local: http://localhost:3000

/ Starting...
s "next start" does not work with "output: standalone" configuration. Use "node .next/standalone/server.js" instead.
7 Ready in 303ms
Error: Failed to find Server Action "x". This request might be from an older or newer deployment. Original error: Cannot re:
at r$ (/app/node_modules/next/dist/compiled/next-server/app-page. runtime.prod.js:17:1667)
at rT (/app/node_modules/next/dist/compiled/next-server/app-page.runtime.prod.js:17:1634)
at /app/node_modules/next/dist/compiled/next-server/app-page.runtime.prod.js:15:8498
at AsyncLocalStorage.run (node:async_hooks:338:14)
at rE (/app/node_modules/next/dist/compiled/next-server/app-page.runtime.prod.js:15:8305)
at no (/app/node_modules/next/dist/compiled/next-server/app-page.runtime.prod.js:19:1150)
at /app/node_modules/next/dist/compiled/next-server/app-page. runtine.prod. js:20:726
at AsyncLocalStorage.run (node:async_hooks:338:14)
at Object.wrap (/app/node_modules/next/dist/compiled/next-server/app-page.runtime.prod.js:13:17831)
] at /app/node_modules/next/dist/compiled/next-server/app-page.runtime.prod.js:20:616

suUn 5-8 mwuaav Log s:uurkthvu

\. -

mwms3iasiAvayaluiinmsiiviu (Log Stream Analysis)

« uaavkliciovufnnisiioiu (Logs) uovuaUwaladuidodoyalagasy
01N Container

o umwuaavdondwUuRnuUDY Framework (Nextjs) Busoudvduaounis Start
s:uU wa:Uaya Error Stack Trace aiiaUtum "Failed to find Server Action”

. A& ABVIAINSsL: Joyanusinglukthidlusulatiou "naovd” uovs:uU
AUUANSDVSPYNISAIVIUAYKUQ MIKRIWAIUIS:UUAIUISOASIDEDUAUODUDY
Uryh (Root Cause) Tdogoulug 31doRawalatiaduns:dulasvasivuov
soWdAWdS$ (Application Layer) ndanmsdom (Configuration) unata
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5.7. SuasumsiivuusUwainsutkiithgs:uu (Application Onboarding Procedure)

tunsaiAlASYNISTAIILADYNISYYIYUDULANISTKUSNIS TagNISIWUUSNISTKL
(13u Web Application n$a Microservice tnij) #Quas:uudavUjudaiuduasu
iasgunmelduuomo GitOps LWatkluto3Innnswenshignudigdndalaasaiuisn
asooaauldua:dnowlanasie Tagdsiwa:idsadod

5.71.msdawassulasvasivdoya (Application Manifest Configuration)

misdalassudayalsududinsuuauwaladulkl Gduasumsaduoudol:

1. Repository Synchronization: dodoyaaiga (Pull) o1n Git Repository Adatfiu
Jayamsmikuar (Config Repository) avgiagovuiiing twalUovAuadudaugo
vovvoya (Merge Conflicts)

2. Resource Definition: Sarmiwddgiunsweins (Resource Manifest) tusduuu
YAML lagsatnuidnigtulwalaos apps/ uov Git Repository Kan \Woldu
"wuuudau” (Blueprint) 16 ArgoCD U1 TUTSAKuaaniuzAdovnis (Desired
State) tAnuAaddlaos
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apiVersion: argoproj.io/vlalphat
kind: Application
metadata:
name: my-new-app # « Wagudo
namespace: argocd
spec:
project: default
source:
repoURL: git@gitlab.com:dIt/dIt-tms/my-new-app-infragit # « Wagu repo
targetRevision: main
path: prod # « folder AU manifests
destination:
server: https://kubernetes.default.svc
namespace: default # « namespace fo: deploy
syncPolicy:
automated:
prune: true
selfHeal: true
syncOptions:
- CreateNamespace=true

suf 5-9 Taadaghvdinsumsasiv argocd application

sUR 5-9 uaavidviwddeiunsweinsitdlunisdonisii ArgoCD 101TUdanas
usUwalAsumelu Kubernetes Taglwadrkthadu "Am&dvnis” (Instruction Set) tWolk
s:uunsiusdovthsawdudsonukavia mdadvaviudoulauovadalaps dod

. mss:yddauua:ldikuie (metadata & destination): doulfiikuadouov
updwaltasutus:uu ArgoCD ua:s:ydalregniv (Destination) tu Kubernetes
Cluster 31dovthludadvlu namespace: default iwoAWL0US:LGoU

. mstoudafiuukavduniv (source): GADKIIDAmATYUDOMSHIVIULUU GitOps
lags:y310ovdv "WUWLGgD" (Manifests) u1pIn Git Repository ta (repoURL),
Branch Thu (targetRevision: main), ua:ogtuiwataosia (path: prod)

o ulsvniemsdvlasiussaluda (syncPolicy)
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o Automated & SelfHeal: WUa{EviuAtuauua "Snunddov” (Self-Healing)
rindtastdlJunluaddiaosdrailo s:uup=asdowuua:zadvAIDIN Git
uIlgunulrasvnuAdIUDSVlagsaluldd

o Prune: gpulis:uvaunswennstialusudusanidpinisdulaa B2a5nun
ADIUA:DIQUDVAATLODS

« AWdankdgu (syncOptions): Adldon CreateNamespace=true ¥28tK ArgoCD
awisnasiv Namespace Uaewnvtilagsdaludamngvlidogoso mikaaduaou
NIsLasSeUs:uUddgalUlduIn

57.2. msavn:adguukdviuavusuwatasu (Repository Integration &
Authentication)

tus:uu GitOps uov DLT-TMS n1sA ArgoCD o:aiuisndvdoaya Manifests
(YAML) tWwaU1lU Deploy upUwatasulddu s:uuditludovinisasio "doavniv
msdoaisivanass” (Secure Communication Channel) fu Git Repository Auniv
(Funou TautdAdv argocd repo add uddrruatdoulumsidndo dod:

Bash
argocd repo add git@gitlab.com:dit/dIt-tms/my-new-app-infra.git \
--ssh-private-key-path ./argocd_shared

nalnmisnmviuta:Ad>wUananaidolnAadn:

mss:yddauriu SSH (SSH-based Authentication): Mst3uwan --ssh-private-
key-path 10unisfkuali ArgoCD t8neyuodoudd (Private Key) tuniswgoudoau
AU GitLab 38d0Ad wUananegvitovornidunisdoaisuuuidnskarWiugoonivo SSH
BoldunasgiutunissanissosalAas:duovANs

nis31iadnsniswidv (Least Privilege Principle): N1stWu Repository
Aa:uKko¥d8lRquas:uUaIISOMKUQENS (Permission) ugnauucda:uaUwataduld
rinuaUwatasulaTusndudovidndv Repository 3u Alidovoury10&nSIWULAU
¥owaanUIEgoDINMsIhGodoyatiusuiu
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UgdiAnyCiDnNISoDNILUUSEUU:

nisooNUUUIA ArgoCD ugnnisvanis Repository Wudountvupo Application
Onboarding OUs:lgsudAtyiudiu Repository Isolation (n1sugnlUustondsoasalaa
ponv1IN Infrastructure Repository nan) ua: Scalability (sovSunisugnaduovs:uU
tuounnaldoghvaas:lagliins:nucioNMsmviulGu)

573. msuUuiinua:andaumswaguuldavidngs:uunduauassu (Version Control
Operations)

Ardvovivaivo:tdunisasureduasunisiiiwanasividtuduaaunoauntn (18U
apps/my-new-app.yaml) TU commit ua: push Julugv GitLab repository 1agts
FM&o git Bous:noudde:

« git add apps/my-new-app.yaml — W& mSutwulwa apps/my-new-app.yaml

WTUSD staging area yov git IWDIAZUU commit
e git commit -m "feat: add my-new-app to ArgoCD" — nin1s commit Wa
AQNLWULLN staging area wipulddonduasurgmsiasundaviunsod

« git push origin main — &v (push) NMs commit AMT33ulUgY branch main

uu GitLab repository

Juapudo:ftAIWa my-new-app.yaml Aasodugnsoutdnluaglu repository
uazawsathiuidoiunu ArgoCD TdciolU

s1Wwaldgans:udoumsUnuaviu:

. misiadsudoyatiwoUuiinaniu: (Staging Area Management): Fdv git add
fkthAfkuasionswd (File Indexing) Anstlasuudavihdwuniassunis
(Staging Area) LtWasanisasdvdauuazdudgundiugndov Aoufo:gnUURAN
(W0uUs:3GN1SNvIUUDVS:UU

« msUufinaniuzuazUs:3anistdsuudav (Commit Operation): A1dv git
commit LOUNiIsasivoaasdvdoau (Checkpoint) upvs:uu TagUuAniwa
Adatassuldwsous:yAiosuionisidaguulav (Commit Message) votdu
p1asgIUAdIATuNISasIDaaUgpuUKaY (Audit Trail) ua:twuad1WTUS LA
tuMSsUSULUAEUNSWEINSUDVSIUU

«  msuandumswWasuulavgurdvioyanaiv (Remote Synchronization): Ao
git push dndunisdodoyanuufinidlugvunaviiudoyanaiv (Centralized
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Repository) uu GitLab 8v1Jufqudnalof ArgoCD o:ri1KU1AE1S0D
A WWasuuUav (Polling) lv“\'/au’wﬁauuaIUUs:uaawaua:UsTuamu:tﬁaaonéao
fulasvasiowugiulu Kubernetes adatapslagsalula

doddanglunisusmisdSanmiss:uu: niscldunmisauduasutkarddoldukotodAny
upvNIsivIUtusULUU GitOps Workflow BolUasuoinnisdanisnsweinsadgmdv
wuu Manual tdunisdanisWiuds:3anistddsunlavinasdvanuld (Declarative
Infrastructure) vo:¥d8aadoRawarlalunisdvAl (Human Error) ua:zasivo
AWLEARYSMWIKNUUSNISUDVS:UU DLT-TMS tus:e:e1D

574. msovlasludamu:s:uu (Automated & Manual Synchronization)

tuns:udunisiIvIULUU GitOps s:uU ArgoCD d:riikuAtdudonaiv
tunisasddapuAdIUaDandav (Reconciliation Loop) s:k31vaniuzaniknualsiu
Git Repository ua:aniu:Atfiaduosviu Kubernetes Cluster lagGs1ga:13ua
MsUR{UALIUADT:

1. nasBvlaslusdaluua (Automated Synchronization): s:zuu ArgoCD Tasu
nisnikuaAtAtddoinanisal (Polling) Ad1WldsguuUaviu GitLab Repository
pgvdolliov lasnmendvniswandunistdasuudav (Push) 1U1g Repository s:uu
D:chlﬁumsmsaaaaunawuumnchoua:Us‘uUsoamu:msc‘mﬁo (Deployment)
tR0uUoauulagsalula metus:gzdals:uitu 3 UIA IWDaaN1S:vIUYDVRQUASIUU.
ua:UsvnuadiuRawaiaoinnsavAdiulio

2. msBvlasluddremdviawa: (Manual Synchronization): tunscindtdudoo
ddunmisadiaas:uunuilagliidovsasounisasdvaaUdaluld YQuas:uuaiuisals
AdowouvAumsdolasius (Force Sync) TAdvaT:

argocd app sync dlt-platform # sync parent app hsu child kU

sUii 5-10 mdv Sync Arcocd App
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MasngBuinaln
mdvo: argocd app sync dlt-platform

SaquUs:ava: 1JunisdoA1dv (Command) LWDUVAUIK ArgoCD ditdunas.
"dvdoyaairga” (Pull Latest State) o1n Git Repository ﬁ’s:qT:ﬂuIWa’ Manifests
yovudUWAaLABUASD dit-platform ud>urTUUSUTS (Deploy/Sync) tu Kubernetes
AddLnasSNuUN

aniunisaifdavidviu: tunIws:uyd1: # sync parent app tASU child thu
KA INMSMVIUtulAsoNs DLT-TMS Glasvasiouuu Hierarchical (Parent-Child
Application) oMsBVANAD Parent usUwalASU d:528tkupUwWaLASUgDe (Child App)
TasunisUsuUsvaniuzkénasdowunistdasuulavitiaduiu Component anyiy
AvKuawSDUAU

A”W30uU: Tasund ArgoCD o:ritviunuudalud@ (Automated) ausouldan
uctunscifAtutWwo Onboarding uaUwatadulki, finisuAly Hotfix 1SodouU,
néodovnmisdugusilasoasivgnyie (Child Apps) Nvknuasgluaniuzargawsaunu
MaviAn33AsoasdAgaluMsUvAUTKs:uUM Sync

575. msasdoasuanudnSslumsdadv (Deployment Verification)

mMenavns:udunisdvliasiudaniuzs:uu (Synchronization) yQuas:uu.
AovdlldunisasdIvadUAdIVEUYSIUDVS:UU (System Integrity Verification)
\WWodugusuaUwalnsuldsunis Deploy 10hd Kubernetes Cluster agiogndavua:
wsoudmsumistiusms Tasudvduaaumsasdvaousanidu 2 s:du dod:

1. msasd>odouamu:tus:Qu ArgoCD (Control Plane Verification)
WunisasovaouaniuznIsrivIukIu ArgoCD IWagugusianiuznisiikuadl
(Desired State) nuaniu:msaadvosy (Actual State) DAdwaDandDONU:

Bash
argocd app get my-new-app

WhKLe: IWoUs:LTuanuznwsdU (Health Status) uovuDUWALABU KINWAAWS
JUsinnidu Healthy ua: Synced uaav31 ArgoCD Tddvuaunswennstings:uudiso
uadn
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2. mMsasdvdoudnu:lus:Qu Kubernetes (Data Plane Verification)
WunisasipaouaniuzNsMvIuDSvYDVKUDEUS:Udanamulundalaos twodiudu

e —

31 Pod vovusUwalndumavUuaioiuagoso:

Bash
kubectl get pods -n default | grep my-new-app

Whkue: Wodiudus Pod uovusUwaladudaniuzllu Running ua:A1 READY
uadavaniu: 1/1 (réomudiudu Container Afkua) dvdotlukdangiutdous:dnysn
uaUwalAguisumviuldagvauysad

argocd app get my-new-app
kubectl get pods -n default | grep my-new-app

§IJ|"|= 5-11 Fdvlunisasddasu Argocd application ua: Kubernetes Pod

5.8. msuUsuuUsvuauwalasuua:nalnmsadiaadssu (Application Update &
Versioning Strategy)

tuudia: Apps o:0nN1s159ntB docker image »In gitlab image registry Tagucia:
image D:0Mss:y version vav Tsunsu Image AslUsunsuAma§osuudstk argocd
dv Kubernetes 1a8t3 image Gua 1wosuldias TagRo:riinisunluds image 1Wo
ua: push code update Wolk argocd &osu application 1oSSUKUTA
s1wa:duquov image D:@SUNBTUUNA 7

581 ns:uoumsuUsuusvuauwainsu (Update Procedure)

s:uudvnaidlasumsoonuuutrcldumssvlaariu Git tidu TuAsscdunsuily
ta a lagasvuu Kubernetes msaitdumsauiaas:uuriu GitOps flow d:lUuNMSUSKIS
vamssasalAaua:wannuaninisusuls (deployment configuration) noKUanWu Git
repository 10undn lagiainisuflulAaréaIwdrinuadl wu deployment.yaml
tu repository ua:dtdunis push du GitLab s:uu ArgoCD d:asdvaauua:tiinis
tUaguulvavdavnaidluditdunas deploy salud@uu Kubernetes cluster
Taslusududaviniuusuilasuréadv deploy Wiu Kubernetes Tagaso Avd Lusno
avnaidydrelraivisadaaiuds:3anistildsundavidogrodalouna:aandutdev
DINAMIWAAWAIARDIPLAADINMSAITUMSADYAULDY
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13UAUTagNsUATYTWALU repository 18U deployment.yaml twosUlaa image
tag K&opUSUUsSO configuration 3u a AlAgdTDL

« cduns push mswaguulaviu GitLab

« ArgoCD o:8vlasludmsilaguuuavoin GitLab Ugv Kubernetes Tagdalula
« @wisnasdvasuamu:ms deploy TalastdMav argocd app get [app-name]
nSo kubectl get pods -n [namespacel

msaitdumsaulaaniu GitOps flow Tdod Ao ADWTUSHIEIUNISUSKISOANISS:UU
Tasnnmstlaguudavaiuisnasdvasuia:asdomudaunavidoinus:3auu Git 3nAVEv
¥osaanULFdgvDINAILRAWAIaRDIDIAATUDINNTS deploy 2838 manual nSolna
configuration drift usnoInd uusNvGgvaviasulrnsmivubufubUs:ansmwua:
10us:uuuINgvdu Tasfkuali Git WuAguUEnavuovNS:UdUNMS deploy AvkUQ AVSUA
5-12

uAlalWalu GitLab

Y

Merge/Push 1417 branch
main

ArgoCD a53awu
(analu ~3 uni)

Deploy aaTuslé

sUR 5-12 ns:usumsawianidauazs:uudfuamssiu Argocd
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582. droghvmsusuusvassuvdvuduwalnsu (Example: Image Tag Update)

ddagrvduaaumsawianlAadduvav APl Aos:uud:riinisasiv image version
thurqQuas:uuaiwisaldunly version file kustomization uu repositories api-infra
TagiolnisunTyu code newTag tJu image uavlUsunsutdossulniiuds Argocd
p:instBA commit update KInDn1sdwianiiadudos:uup:Gv image 1DoSBUlKL
AOWIDDStKUULEQD

.«;Uﬁ= 5-13 mw File Kustomization Config uovs:uukavuiudnsu Argocd

583. msdvomsdvlasludddeaudv (Manual Synchronization)

awwnalnnisniviudnd s:uu ArgoCD p:inisasdvasunistdasuulav
(Polling/Webhooks) nigtu Git Repository lagaaluld lv“\'/adwamu:ahaomn Git
TUUSUUsOtU Kubernetes Adataas aghvlsiau tuaniunisnifdovnisusuusos:uu
2g101SVadU (1BU Msunludorawairalumd:dnna KSomsisv Deploy Wioasiku) Bqua
s:uuawIsaduIuasUMSssasouMmsritmudalulaldlagnisdomssvlasluddduaulov
(Manual Sync) Wiu Command Line Interface (CLI) doa:

mdvdnsSumssolasludhiun:

Bash
argocd app sync [app-name]

uKISNENAuLINUAsAMaas 5-19



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

« nszudumsiviu: WaddunisA1dodonald ArgoCD o:1hganiu: Force
Reconciliation lags:uup:ritnisdodoyadoivuadwatadu (Manifests) 1Dos3U
daigaoin Git Repository uiUs:udawaua:zuild Deploy avtundataosnui
laglusosous:gy:1DaNsasdodauudna (Poll Interval)

o Ustlgsuisodnua:

o aavaitumssd (Reduced Lead Time): soatkanuzuovuaUwalasdutdu
Uonuumumsidasuudavtu Git Tatunud

o msdamsanmu:zdnqa (Incident Response): ¥08lhrQuas:uuaIuISn
unlukéodoundu (Rollback) misdomildogvsoaidotunseintialoymn

o msasaddaduamu: (Immediate Verification): ¥ogéiugudilasvasionis
doAItKUARANAUFUTUGUTASUNISADUEUDVDINS:UUDEIVQNCDD
ua:nunovn

5.8.4. msasdoaouanudnSslumséaadv (Deployment Verification)

nmMyravns:udunisdvlasiudaniu:zs:uu (Synchronization) WQuas:uudov
didunisasovaouns:udoumsaulaadasduvavuaUwaladu IWwadugusn Kubernetes
Tadndunmsusutlasuaniu: (Rolling Update) tluluaghvgndovua:liidoRawala
Tasdduaaumsasooanu Goa:

1. msdGamuamu:ms Deploy (Rollout Status Tracking)

AdvitsdnsudamundiuAunthuovnishi Rolling Update uov Deployment
unadLaos:

Bash
kubectl rollout status deployment/dlt-platform-api -n default

« Whnne: s:uud:uaavwadwsoundimsauiaa Pod Nokuao:aéodu
(Successfully rolled out) mniiUtumitus:n3wmsaliaa Mdvlo:s:yakna
ArMTANS:UDUMSKEQB:ON
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2. msasd>daaumisinalkliuov Pods (Pod Lifecycle Observation)

o <

AFvdiddnsSulihdoinanisainisasiv Pod thuna:nisuntan Pod 1aulutuu
iSoalnu:

Bash
kubectl get pods -n default -w

o wWhane: MmsiSuwan -w (Watch) dstiqQuas:uulRuikamsad (Event) Athadu
tunaatao$nun 1wu anlu: ContainerCreating, Running, Ko Terminating
soldukdnudoUs:9nud31 Kubernetes fdvdiidunistlaguniugionssulnl
muAIdoUDY ArgoCD

usdiAcgtumsusmsdsamsioum (Troubleshooting Procedures)

N1sasdoaoUWU rollout status wa:ns@acuuuu Watch fiatidunuoniodua
AdRga (Best Practice) unsusmssamsuaUwalASU Iws1:E28tRRQuas:uululoTas:

« Adwudatiovlunistiusnas (High Availability): a1uisoduguladis:uu
Imsnuaslasu Pod TagTurtRusmskeas:on

¢ AWQNADVUDVIIDSBU (Deployment Accuracy): §iugulas Image Tag tru
QNUTIE0IUDSVDENVYNCADY

5.9. msasidaau Log sinu ArgoCD Ul (Log Analysis)

msQqQ log vovuca:udUwalAdundo service vus:uu DLT-TMS awisarldwiukin
15uuDv ArgoCD Ul usreligquas:uuua:Iwuunaiuisnasdvaauaniuzua:ueyml
UDY service cvw a Idaghvazaon IisuJudaoldAdoriu command line dod
1. Whds:uu ArgoCD Ul wWiutusi3isas Tauld URL ARovAnsrikua (1u [URL]>)
La:NFS:uUA8UUBRISATASUDYIA
2. hdvonhgs:uuudd d:RustiIvMsuaUwalASUNVKUAAQN deploy ua:samswiu
ArgoCD
3. LﬁanuaUWélnﬁuﬁ:ﬁaomsq log Wu dlt-platform-api, tms-connect-frontend
néo service AU a AdDVNSASIDEDU
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4. wWonanlUtuuaUwalABU D:liRusIsaidgaanuzuavuaUwaladudu a soudo
51980 pod AlfwdTDY
5. 1don pod Adovmsq log DIndunaniuy “Logs” Kéa “View Logs” s:uud:uaqv
log wuu realtime vav pod du a awisaldauQdoundv Kéaldanqlaw:
uvgdvLanlamudooms
6. usnoINd ArgoCD Ul gvansauaav log uov pod naitgdowsounu réoldon
filter Law1: container Ngtu pod 1ddnd>e ¥oulhnisasdvdoudoykila:
ms debug s:uurhldaghvsoaisouazdus:uuuindu
Joduavnistd ArgoCD Ul Tunisq log AaliidovudiA1dv kubectl tRgoen
aanWRQWa1atuNsIdon namespace Ko deployment ua:tnun:dnSURIELIUABDU
mMsriouriukioaNsIWN Tioda command line 3nAvgvaiuisnQaniu:ua: log uov
nnuaUwalasutus:uulavinfgudgnalvdalded
Aod mMsQqQ log Wiu ArgoCD Ul p:goeaduayumisasdvdaouua:Quas:uu DLT-TMS
thidaowdatlipouaUanans awisaunTutogrildogvbus:ansmw

510. msuflvUumiwuuoe (Troubleshooting & Incident Response)

tunNIsUsSKHISDANISS:UUKWIULUDONIY GitOps wa: ArgoCD WQuas:uuo1DwWU
ADWRAUNATUs:k31vNs:UdUMS Deploy héanisSuuaUwalAdu LWalknIsAAUS:uU
(Recovery) tOuluagivsoatsoua:zgus:ansniw dvldsousouuudnonmisunivdoymi
Awuuoe (Common Pitfalls) ua:ducoumsaauausy God:

1. torRawaralnganuamiuzNMsmvIuudv Pods (Pod Lifecycle Errors)

(0o Pod Tawisawnganiu: Running ldagioauysad thdudunisdiAsi:Aaiuaniu:
ADWAQWaIQAVT:

« CrashLoopBackOff: Uvd3uauwatadumetu Container GMsdvKgarinmusa

o uusamvuAly: asd>oaou Logs Wiu ArgoCD Ul n8aA1d0 kubectl logs

LWDAUK1 Runtime Error usasalda (18u msidoudogiudoyaduikad
nSomsAvA1 Config TUgndov)
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« ImagePullBackOff: Uo331 Kubernetes Tiaiuisnadulnaa Container Image
utBvula
o uudsmvudly: asd>oaouUAIUQNADYYDVED Image ua: Tag WIWE YAML
3nAsSv soudvasdoaoudndnistdndiv (Pull Secret) ua:nisidoucionu
GitLab Container Registry
« OOMKilled (Out of Memory): UnE31DUWAIAGUTBKUIEADIUSILAUNSIAMKUQ
3Mu Limit
o uudmvuilyu: USuUsvA resourceslimits tuTwa YAML Manifests
tAK=EUNUUSUICUDIUDS VYD VU UWALABU

2. SoRaWaAIALAEINUAIADOAADVUDVAMUE (Synchronization Mismatch)

« OutOfSync: uoUwalAsutundalaasliasvnudons:utu Git Repository

o uwuwmvounly: asoodoudiimswanau (Push) mStUcfiauuUaoﬁuaj Branch

nanngndavokgall KéornindovnisUvAusUlaanui thtdA1&0 argocd

app sync [app-name] tWaUvAUlKs:uUUSUaMU: (Force Reconciliation)

« Config Synchronization Fail: inao1nA>wRkawalatunissz:ysduuvuiwa YAML
(Syntax Error)

o uudamvounily: asoodaaunmisdadivussna (Indentation) ua:zlasvasivoiwa

YAML awwiasgiu Kubernetes twalk ArgoCD awisaus:udanalwd
dgndov

5.10.1. Ucyun: Application aniu: OutOfSync

25U lym: WioupUwalASUTU ArgoCD uaavaniu: OutOfSync KUIYADIUSA
configuration AfKkual3tu Git repository TasvAUAMU:DEVUDVS:UU Kubernetes
répOn1staguudaviluld sync Auduniv 1wu Tnisuily resource Wiu kubectl
lagasv KSo commit thtu Git vlUla deploy W1g cluster dowathiianuliasonu
S:h310 source MU target dvororikusuwaladuriviuRawalarésuIaAIWEDaAEDY
fiu version ARdso:du

uKISNENAuLINUAsAMaas 5-23



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

; AldrqQuas:uu
WagdealuayuLa:ons:auuasyugus:naumsyudvdummovauuvavus:inAlng (DLT-TMS)

(Technical manual)

msunludovdu:
1. asovapusiwa:idga OutOfSync tuktih ArgoCD Ul 31 resource TaUvAGTUYMKN
2. nalu Sync réo Refresh 1Wolk ArgoCD &v configuration aigaoin
Git repository udao>usuamu:=uov resource (U cluster IAOSVNU source
3. KInD error tuNs sync thasdpaou log Wéo error message AUaQLIUKUN
ArgoCD twouATuamuritu:th 1su uAluTwd YAML tu Git wdaunlu resource
RYaQuviu
4. nsddfdnistlasuulavHiu command line (kubectl) uuzUhtk revert nautu
soMS sync Wiu ArgoCD IWoSNUADIWEDaAEDVUDVSIUU
nsuAlutdovduldyoetis:uunduuiaaandoviuldassulu Git uazaadoyml
pInn1s deploy Alasviu TagAdsURUAMULUINIYNISTaMSWIU ArgoCD 10ukan
IWoAWUananuLa:AdUCDLLDYUDVSUU

5.10.2. Urun: Pod amu: CrashLoopBackOff

o1mMslyvdioUwalnduisurvuudiiadoRawalaua:gniugamsmoiusia (Restart
Loop)

e  YUADUMSQASIDADU:
Bash

# asdodousigazldeadamuzuatnamsaniargavov Pod
kubectl describe pod <pod-name> -n default

# asooaouduiinmsritviuvov Container tusounouktnANAULKAD
kubectl logs <pod-name> -n default --previous

o  msunly: Sins1RanaPIN Logs (18u Config Wawana rnéouia Database
Connection) ud>cdumsuniutu Git Repository auunasgu GitOps IWolk
ArgoCD rhmssvlasludaniu:Agndavsnaso
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5.10.3. Ucyna: ImagePullBackOff Gv Docker image Tla

aunadoutneduninaoindoyasusov (Credentials) uov GitLab Registry nuaoig Kso
Inss:udo Image/Tag Rawala

aunq: GitLab registry credentials nuao1g 1o image lUUDE)
Ssun:

# QsoodouU secret
kubectl get secret gitlab -n default

# oJiaa credentials (Mruaog)

kubectl delete secret gitlab -n default

kubectl create secret docker-registry gitlab \
--docker-server=registry.gitlab.com \
--docker-username=<username> \
--docker-password=<new-token> \
--docker-email=<email> \
-n default

5.10.4. Uty Bulsconlula (tms.dit.go.th)
misunluUoymitus:aumstkusms (Service Level) tRddumsauaidududod:

as>daau Ingress Controller: kubectl get pods -n ingress-nginx (§ugu31aouitdn
Joyarnviudna)

asdoaou Ingress Rules: kubectl get ingress -n default (§ugumsdvA Routing)
asddaau Frontend Pod: kubectl get pods -n default | grep frontend (uguanmus:
yovuaUwalAsu)

asd>daou SSL/TLS: kubectl get certificate -n default (Sugudaniu:tusSusov
ADWUaDQnNe)
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Tasvmswauuns:uuinAlulagaisautnAuSKsdamMsyudoauAINIvauu
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JUCDUASIDADU:

# du 1. asopaou Ingress Controller

kubectl get pods -n ingress-nginx

# du 2: asopaou Ingress rules

kubectl get ingress -n default

# Ju 3: asdoaou Frontend pod

kubectl get pods -n default | grep frontend
# Ju 4: asovaou SSL certificate

kubectl get certificate -n default

5.10.5. Urura: ArgoCD Ul whilula

S8un:

# Qasdodou argocd pods

kubectl get pods -n argocd

# t pod T Running thso nsoq logs

kubectl logs -n argocd deploy/argocd-server
# WWa port forward i

kubectl port-forward svc/argocd-server -n argocd 8080:443

5.10.6. Utum: Cluster msotunvkua / dovasotki

tunsaisnnanndalaosidumeoudovaadolkl (Re-provisioning):

AldrqQuas:uu

(Technical manual)

1. msmdanswennsimdeme: kind delete cluster --name dlt-production
2. ms@advs:uulkl: AduMsHIUaASUALIASTIUALOZsUTS: sh /setup-infra.sh

Atdoudiuadiudanasnie: Ln1sGadvAdataasikyo:mikanius:uunduun
1SUAduUlky ucddoyalugiudoyan:goavogasiulafdayalu Persistent Volume
(1Bu /mnt/data/) goAvlndwaUysad YQuas:uundsdrsovdoyadriAncynouditdu

msmalgndalaasnnAsy

UK1I3NIduUINUasSAEQs
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# au cluster 1M

kind delete cluster --name dlt-production

# asothunokua
sh ./setup-infra.sh

AldrqQuas:uu

(Technical manual)

Aéidu: Yoyalu Database D:gvogn folder /mnt/data/ gvoidog

5.11. sy emsusmsua:zlasvasiouadwainsumetlus:uu (System Component

Inventory)

LWDTAN1ISUSKISSaNISNEWEINSILa:N1sAQQIUENIUNISAINTULIUYDVS:UU
t0ulUogivilus:uu (Systematic Resource Management) s1tdudavidnisdani
s1gnisuaUwalAdunvkuafsuaguulasvas1vwugiu Kubernetes uavlasvonas
DLT-TMS aisivdalUdasusivazidoandiAnyuavudazuaUwaladu soudounuin
nihAKanua:mMsdatfiudayalwatdidudayasivdviunisasdoaouanu:ua:Msiisosnu

oghvdollion

511

Application Services

msvi 5-2 douviukan

#otu ArgoCD URL fwnld Namespace KuA
dlt-platform-api api-tms.dit.go.th default REST API nan
dlt-connect- tms.dlt.go.th default KULSU
frontend
dit-socket-api socket-tms.dlt.go.th | default WebSocket realtime
dlt-datapool — default vams data pool
dlt-position- — default dodoyachuruv
publisher
dlt-event-builder | — default dasio events

msdasy "@uviukdn” (Core Business Logic) upvs:uu DLT-TMS Adacdenu
RISvIUKSDrkinAUS:udanadayalauasw:

UK1I3NIduUINUasSAEQs
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. daus:avA: IWouaav31tus:uuidn Service Asuag Tasuuvaiudandolu
ArgoCD, B2omoARtdknéas:uudultndo (URL), luuaJsndona ua:xihikan

« dvnuhauls: Dhvdouftdalkndoniu Browser/API (1u dit-platform-api, dit-
connect-frontend) ua:zdo>uviut Jovkdv (Background Worker) ALdu
nisus:udawadoya (18u dit-datapool, dlt-position-publisher) gouaavio
amiaunssuuuu Microservices Agatou

511.2. Infrastructure Services

msoi 5-3 douviuativayu

#olu ArgoCD Namespace wihA KNEKQ
kafka kafka Message queue 3 brokers
mongodb default Document database | prune=false
postgres default Relational database | prune=false
redis default Cache & sessions prune=false
minio minio Object storage prune=false
ingress default Routing rules —
ingress-controller-rollout | ingress-nginx | NGINX config —
cluster-issuer default SSL issuer Let's Encrypt
cert-manager cert-manager | Certificate manager | v1.17.2

mswdasy "duviuaduauu” (Supporting/Middleware Services) Asndudonis
nMvoiuvovULUWAaLABUKAN:

. daus:avA: IWouaavsignissowdudsaduayundadvavuundalans
BoidndwdIAtyCDAUIETESUDVS:UU
« DvAUs:NDUKANAANY:

o Data/Messaging Layer: inv kafka (Message Queue), mongodb
ua: postgres (Databases), redis (Cache) Z_S‘;leJUU'lOSQ'Iuao'lhé_Ui‘l’lsaﬁ"l\)
S:UUVIUAGUS:ENSMWEO

o Storage Layer: U minio dxSun Object Storage
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o Network & Security Layer: § ingress d17hSudanisnsiwwn
wa: cluster-issuer d1nsSuvanistusSusov SSL (Let's Encrypt)
IWoAdWUapasy

o  KLNYIKQ

511.3. Monitoring & Logging

mswvn 5-4 inSovijaniulstumsiihs:3vaunmwuavs:uu

iolu ArgoCD | Namespace wnavldon KuA

prometheus | monitoring | port-forward 9090 | 1fiu metrics

grafana logging port-forward 3000 | Dashboard
loki logging Wiu Grafana 1Au logs
promtail logging — dv logs o pods

mswiasUlnzovlioARUISUNS "lENS:3VauNIWUDYS:UU" IWDTKNSIUIIUSMSCEIva
Mvoudnardolu:

e Prometheus: f1kU1A "Sawa” (Metrics) 15U dasin1stdviu CPU/RAM
uov Pod cdva

e Grafana: Ao "rUpouaavwa" (Dashboard) AGvdayaoin Prometheus
uaavtiRqualkulunsiwisude

e Loki: nthAdu "Advifiuds:3amsriiviu” (Logs) Watkdaunauu1Qlasa
{iadaRawanao:Tsiu

e Promtail: lUSgulalou "dddvdoya” ARpudv Logs o1n Pods ci1oa
doTULAUTSA Loki

512. msas>daou Minifests uovs:=uu

AW u1aiulsnasdoaou Minifest ua: Environment Al3lu Microservice
1GA Repositories Kad
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msoi 5-5 AomsSatiuiwa Config

Repository name Describe microservice
api-infra Kubernetes manifests d1Su API service
connect-frontend-infra Kubernetes manifests d1Su Frontend
socket-infra Kubernetes manifests d1nSu WebSocket API
dit-datapool-infra Kubernetes manifests dnsSu Datapool service
position-publisher-infra Kubernetes manifests d&sSu Position Publisher
dit-eventbuilder-infra Kubernetes manifests d&nsSu Event Builder

mswadu "Wonssatfiulwa Config” BotdukotodhAcyuow GitOps AlAsSLMSTLS:

« Kanms: s:uudidmsusnadu (Decoupling) agvdaou Taguda: Microservice
D:J Repository usnitduvavdatov (15U api-infra, socket-infra) LW 1K
ArgoCD wnu1owumIwa Manifests TUasonsSooUiaas:uulu Kubernetes

o Us:losu:

o aamwiawala: unlu Config usv Service Kiv d:lUns:NUAU Service

ou

o vigdamsaAamu: d1dovN1s$3KUSU (Frontend) gnisdvAlagvls
fAlUQR repository connect-frontend-infra TAAURA

o WIASTIU: udgavivurasyumsivutus:duiiomdwiusn Code d>uviu
(Application Code) oonoIn Code ddulasvdasiv (Infrastructure Code)

Dgvsalou

UK1I3NIduUINUasSAEQs
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6. Microservice

s:uulasvNIsWweuuis:uulnAluladiaisautnAusKisvoanisuudvauAinvauu [ddoam
s:uugonga WuuiUs:nounutdus:uulkned KsotSand1 TulAstsosSa (Microservice)
Tagp:uuodutsassadod

- s:uuktnhuu (Frontend) lago:15und1: dit-connect-frontend

- s:uukavUu (Backend) Tago:15en31: dit-platform-api

- s:yudvdoya Real time (Socket) lago:5un31: dlt-socket-api

- s:uyusSudoya GPS (data pool) lago:Sund1: dlt-datapool

- s:uudamsiionssuy (event builder) Tago:1Suno: dit-event-builder

- szuupamsmumuuaal (Cronjob) Tago:15un31: dit-cronjob

lagtuunio:na1dlUgvs:uu Microservice la: N1sSan1s Repository ta:Uoyma
Ao1oD:wUUDE IWalkanuisniv:htoua:quas:uuldogodus:ansmw

6.1. scuusthU1u (Frontend)

nivAUEnuildoanuuus:uukthUiulastds:uu Nextjs 8o Nextjs lutwsui3sn
drusumswauuntSuuaUwalABud uMU JavaScript UUWUIUYDY React Tag Next.js
D:808lAMsasvI5uURTAILIEDFY soVSUMSLAQVWALUU server-side (SSR) ua: static
site generation (SSG) 10ulUldoghvvigua:dus:ansmw uonoINd Next.js &vids:uu
Sanis routing daluda nisusuudo SEO ua:nis deploy Aa:asn MtkkuIAU
nsasivtSundovnisAdIULEdua:Us:aNSNw 18U L1SukthUauvavs:uululastsosSSa
tulasomsd

Tags:uurktUutulasvNIsWasuls:uultnAtuladiaisaulnfAusKisdanIsuudvaun
nivauu (DLT-TMS) t0udoudiAcytunisudavwadinSulrtdviulatditsds:uu,
nsondoyadiAty ua: udavdoyadintyiuviuyudodumnmvauu

TAsvasivs:uulagsou:

=

(¥
WebSocket Server (Real-time)

Frontend (Next.js) - Backend APl » Database

UKISNYIdLLINUASAMES 6-1



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

0O X Claude Cot & page.tsx @ page.tsx
v coNN %% C @

inport Vehicle from

export default func
> return <Vehicle

X Preatffitext @ I I Launchpad @ 1/A45 (3 @ SonarQube ¢ korawit.sa (1 yearago) Spaces:2 UTF-8 LF (J TypeScriptJSX € £7 #Claude Code  Prettier (I

sUil 6-1 mwuaavlasvasiouov Repositories Frontend

6.11. sy omsinaluladnan (Technology Stack)

msivn 6-1 mswvinalulagntstuusnisKstinviu

Layer Technology
Framework Next.js 14, React 18, TypeScript 5
State Management | React Context API, TanStack React Query 5
ul Ant Design 5, Tailwind CSS, SASS
Maps Google Maps, HERE Maps, Longdo Maps
Charts ECharts, Chart.js, AmCharts 4/5
Real-time Socket.lO 4
Auth NextAuth.js (Google OAuth, LINE OAuth)
i18n next-intl, i18next
Analytics Google Analytics 4

msvdasuovAUs:naumvInATUTagnoKUARTEIUNISWAUUIS:UUKINUU IWalKLAU
mwsouvvLAtovaua:lausiZAtdonislunisiultndouds:aNSMWUDVS:UU
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6.12. sygmsdudsamwioaadasu (Environment Variables)

mson 6-2 maduwWnisdundndudinsSus:uu

Variable MDSY
NEXT_PUBLIC_ENDPOINT_URL Backend API base URL
NEXT_PUBLIC_SOCKET_API_URL WebSocket server URL
NEXT_PUBLIC_GOOGLE_MAP_API_KEY | Google Maps API key
NEXT_PUBLIC_LONGDO_API_KEY Longdo Maps API key
GOOGLE_CLIENT_ID Google OAuth client ID
GOOGLE_CLIENT_SECRET Google OAuth secret
NEXTAUTH_URL Frontend URL (dSu NextAuth)
NEXTAUTH_SECRET Session secret key
NEXT_PUBLIC_GOOGLE_ANALYTICS_ID | Google Analytics ID

mswduaavsivmsAtApuwWnissuRSHTugKsus:uu 1WalstunisioucouUSMS
meuonua:NMsavAAdIuUananuuovuaUwalASudevLlus:uU

6.13. JuaduMSUIVIUTUSEUU

n1wAvgnuildoonuuu Automation Deployment LWoE28TKUNWQIUIAIUISD
thsawuosdus:uuldavislasiardunisriiomudoi

ms Deploy
s:uUls GitLab CI/CD uuu GitOps lagid 2 repository usnnu:

msivil 6-3 sUuuuudv Reposition

Repository KUA
connect-frontend Source code uov Frontend
connect-frontend-infra Kubernetes manifests (Kustomize)

dnsu Staging ua: Production
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(o CI build Docker image 1a5oud> o: push image Tgv GitLab Container
Registry ud>TU sUlaa image tag tu connect-frontend-infra 1Watk Kubernetes
dv image WUduLISUNT argocd app

mwsdou Pipeline

Push Code / Tag w01 main branch with commit prefix like “feat: deploy fix
vehicle register”

v
[prod: build]
Build Docker Image from main branch
Push TJgv GitLab Registry

v
[prod: deploy]
Clone connect-frontend-infra
kustomize edit set image —» <new tag> USu docker image version
Push commit nauluA infra repo

v
[Stage: notification]
udvwa Success / Failure
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Q dlt-connect-frontend APPLICATION DETAILS TREE
i g 1 Qrgo <

CD O ED CEED G D G25D
Applications d_‘ Log out

APP HEALTH SYNC STATUS LAST SYNC

@ Healthy OutOfSync from mair acbe) (4 @) Sync OK toa

GMT+070
GitLab CI/CD <gitlab@gitlab.com> Author:  GitLab CI/CD <gitlab@gitlab.com>
ent: [skip ci] PROD manifest-image update for b ent: [skip ci] PROD manifest-image update for b
= &t [ - 100%

[ I + q °\ 2 dit-connect-frontend-86c4779. . dit-connect-frontend-86¢4779.
© : ©
dit-connect-frontend-5¢c446c6.

L 4
dit-connect-frontend-746589c.
©
dit-connect-frontend-554cfdf
v

tms-connect-frontend . dit-connect-frontend-5d8565c¢.

vo : ©

dit-connect-frontend s dit-connect-frontend-7785dbc.

v v

sUf 6-2 mwuaavmsiiviuvdvs:uu Frontend cawund

nwavnalduaavnisasdvdasudaniuznisniviuvovuauwalAdu dlit-connect-

frontend Wius:uu ArgoCD Bva:AoufivnisUUuaviudsvaIuuudnIv GitOps

lasdswaidgadoinAGARdAtYAVT:

"

amuzguniwuavs:uu (App Health): uaavaniu: “Healthy" 8véiuguskuog
Us:udawa (Pod) wa:ovAUs:nounvruauadvuaUuwalasunidoniviuldogiv
gndovmunrkua

msdamsamuzmsdolasiud (Sync Status): uaavdoyaardgauovnisEvAs:UU
iU Repository Kan (Main Branch) lags:uuo:lUsguliguaniu:osolunddataos
(Live State) n‘ua‘ioﬁ's:qb‘tu Git (Desired State) uvudalula E29tRUUTPTADN
szuuidMsaUlaaDS3UQNADVUA:EDOAADVNULIUD
Tasvasvduliivavnsweins (Details Tree): uaavardusund IWIFUWUSUDL
nSwenns (Resource Hierarchy) dvucis:du Service, Deployment, ReplicaSet
TUoudivs:du Pod 328TRRQUAS:UUAIISNASIDEDUADIULEDUTEVIA:AUKINA
Aliiadorawala (Root Cause Analysis) Tdpghvsoai§dtunseins:uutialoym
Us:3aua:nisdounau (History and Rollback): s:uuidnistinuuUs:=3a
mswasuudav (Revision History) 8vgsathiudquaaiuisadiidums Rollback
nauldgoosdunounun (Last Known Good Configuration) Tanufirxk1n
msouJlaas:uutudoduutnanuluadus
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tz Files ¥ main v | connect-frontend-infra / prod / kustomization.yaml [

Q Search files (*vue, *rb...)

& kustomization.yaml
v E7prod

& deployment.yaml 4<% [skip ci] PROD manifest-image update for build v0.22.0

L GitLab CI/CD authored 21 hours ago
& kustomization.yaml

B service.yaml 83 Code owners

Find file Blame :

» a7dacbcé [y History

Manage branch rules

> B3 staging Assign users and groups as approvers for specific file changes. Learn more.

B kustomization.yaml 213 B

1 apiVersion: kustomize.config.k8s.io/vlbetal

kind: Kustomization
resources:
- deployment.yaml
5 - service.yaml
6 namespace: default
images:

- name: registry.gitlab.com/dlt/dlt-tms/connect-frontend

9 newTag: v0.22.0
10

§U|"|= 6-3 Gitlab runner update image fi connect-frontend-infra

[«

nmwuaaviwa kustomization.yaml ZvrinthAtduddiSanisnswens (Resource
Orchestration) tuns:usuns Deploy upvuaUwalasu Taglwadds:ymsigoulyvlug
deployment.yaml ua: service.yaml sougivriikiind1Acyiunisrii Image Tagging
(v0.22.0) 1WorkuadosBuuov Docker Image Adovnisdadvavuu Kubernetes
Cluster v¥28tKEns:UdUNIsSULaQIDSBTUBDWALDSTADWIDUSATUTA uLbug uas

dwnsnasdvdougourkaviamuuiasgiu GitOps

614. Utuminwuuos

Auth / Login
msvn 6-4 Urumiiwuuoe

2IMSs aukafdulvla

Ssun

Login Wla NEXTAUTH_SECRET Tugncov

asd>odouAiu .env

Google/LINE Client ID/Secret Tuasvo
OAuth error

as>opdou OAuth

credentials

Session NEXTAUTH_URL Tuasv domain
ruatsoRauna

AvAtkasoriu URL 5o
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Maps Tuuaav
msivon 6-5 Utukinwuude

21MSs ausqilululd 5sun
Google Maps JwwWJar | APl Key Tigndov rnSo | asdoaou Google Cloud
domain Tla whitelist Console
HERE Maps error API Key ruao1grso asdodou HERE Developer
quota 1Gu Portal

Real-time Ul
msvin 6-6 Ururiiwuuog

21MSs ausqildululd 5sun
voyaludJiaa live WebSocket disconnect | asoodpu
NEXT_PUBLIC_SOCKET_API_
URL

Build / Deploy
msvn 6-7 Utuminwuune

21MSs ausqilululd 5sun
npm install fail Peer dependency (3 --legacy-peer-deps
conflict
Build error TypeScript | Type mismatch Su npm run lint nou build

6.2. ssuurKavunu (Kavuiu)

stuukavUIUYDVLSIS Node js ua: Express tunmiswcuun API routing 1ae Node. js
Wuuwaawasungoelraiuisnasioidswionsua:danisnunissudvdoyald
pgvdus:an5nw dou Express 10u framework A¥ssthnisasivua:dsams routing
uov APl Wudovvigua:idus:uuuindu awnsamrkuatdumvouda: APl Idaghvdatou
mMirMsBoucdos:K31v client ua: server GANUSIASdUA:UaDANY IKUIAUMSIEVIU
tus:uuAdavMsANULETRYSLa:UgNUIGUDULIAQ
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Tags:uuufuaniskdvUiudkiintunisUuiindayaavgiudaya, Us:udanadoya
wa:thuudaaowa, dodoyavingiudoyauiudavna Wudu
nistus:uu Backend Platform APl Guo:t8nisdanislAauuu MVC (model view
controller)

Tasvasiv MVC (Model-View-Controller) tus:uu Backend Platform API
udvoanidu 3 doudAny Tdun Model, View ua: Controller vuciazasudniin
lawrozovuarviusounuagiviius:uu Tag Model fnthASamsdoya soudoms
\Boudoua:doansnugiudoyalasaso ddu Controller mkthAludonavlumssudus
o client Wiuldunv routing wWu /api/ , /public , /api/internal minduus:udawarn
valkailiu ua:gunid Model IWadanisdoya foup:d0WadwsIugo View 8o View O
rthAthdayanKiumsUs:usawaludasuuuuua:donaululi client musUuuuArmkuald
DENVIKU:EU
Tasvasvla:ApuivNIwsoUUDYS:UUAGNISIUY routing uov APl aantludduciv a
ag1osalou wiounviidu Middleware ArkiAdvucnissanisdiuadwlanans
Msas20aUaNSATS (Authentication) TUoudivmsdanisdoRawaladio a fisuffu
p:gndvdalugv Controller tWwaditdunisda dodumisiduusAa MVC T 82atks:uu
gao>wlus:dau awisaugnadIWSUNQBDUYDYUCda:ddUDEIvBaLdU MIKa:adnciD
mMsueny USudsv ua:Quasnuiavigiusunna
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PLATFORM API (Express.js) |

| 1 | |
| 7/api/ | | /public | | /api/internal | |
| | | | |

MIDDLEWARE LAYER
JWT Auth | DLT Auth | Platform | Error Handler|

SERVICE LAYER
Auth | Booking | Connect | Vehicle | Work | DLT | Tracking
TSM | Notification

T

|
I ]
v v v

| 1 | | | 1

| PostgresqL | |  MongoDB | | Redis |

| (Primary DB) | | (Documents) | | (Cache / PubSub)

| | | | | |
v v

| 1 [ 1

| Apache Kafkal| | MinIO / GCS |

| (Streaming) | | (File Storage) |

| | | |

EXTERNAL INTEGRATIONS:

| LI} 1

| DLT (Gov.) | | Google Maps|

| GPS Portal | | GCS / Auth |
| | | |

sUn 6-4 mwavAUs:naulagsouudvs:UUKavUIU
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6.21. Tech Stack

Table 6-8 Tech Stack

AldrqQuas:uu

(Technical manual)

Layer

Technology

s1wa:dea

Runtime

Node.js 18 (LTS)

3 bullseye-slim base
image

Web Framework

Express.js 4.18.1

REST API, Middleware
pipeline

Primary Database

PostgreSQL + Postgis

Relational data, Sequelize
ORM 6.19.0

Document Database | MongoDB Mongoose 6.8.4, doya
NoSQL
Cache / PubSub Redis Session cache, Socket.io

emitter

Message Queue

Apache Kafka

Event streaming, kafka-
node 5.0.0

Object Storage

MinlO

wanais, sumw

Authentication

JWT RS256

jsonwebtoken 9.0.2,
bcryptjs 2.4.3

Real-time Socket.io + Redis Emitter @socket.io/redis-emitter
500
Geospatial Turfjs 7.2.0 AUDTU geofence, S:&:N1v

PDF Generation

pdf-lib + pdfkit + pdfmake

asowonais PDF

Excel/CSV

xlsx + json2csv

Export shgvu

Image Processing

Sharp 0.32.0

JSuyunaua:udaosy

HTTP Client

Built-in + Google SDK

1Sun external APIs

Observability

OpenTelemetry 0.25.0

Distributed tracing —»
Jaeger

Logging

Morgan

HTTP request logging

UK1I3NIduUINUasSAEQs
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6.22 TuQananudvs:uU

AldrqQuas:uu

msvi 6-9 API vl Modules Core Kan

(Technical manual)

uqQa Route Prefix wWioskan
Auth /api/v1/auth Login, logout, refresh token, JWT
management
Booking /api/v1/booking vuyudv, AFosD
Vehicle /api/v1/vehicle avn:wdgusn,
DLT Auth /api/v1/dlIt/auth Authentication fius:uu DLT
TSM /api/v1/tsm Thai Transportation Service
integration
Upload /api/v1/upload oUlhaalwa/sumw
Public /public/api/v1 Endpoints TUidiov authenticate
Place /api/v1/place aoun
msvf 6-10 API v2 Modules Integation API
uqQa Route Prefix wWidsKan
DLT Manage /api/v2/dltManage vamsdoya DLT, tuputyQ,

QsdOvdou

Driving License

/api/v2/drivingLicense

asdvaoulazdaMsiudud

Invite /api/v2/invite StUULBTYRIBLUIDVANS
Provinces /api/v2/provinces Joyadvrda/s1na/chualny
TMS /api/v2/tms Transportation Management

System features

UK1I3NIduUINUasSAEQs
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msivi 6-11 Service Layer Modules

Service Twanan wWioas$
Auth src/service/auth/ JWT issuance, token
validation, session
Booking src/service/booking/ (123KB) Core booking logic,
billing, invoice
Connect src/service/connect/ (1.3MB) B2B connections,
dispatch, analytics
Vehicle src/service/vehicle/ Fleet management,
maintenance
Backoffice src/service/backoffice/ (47 files) Admin operations
DLT src/service/dlt/ + src/serviceV2/dIt- | DLT integration
gps-service/
TSM src/service/tsmjs (21KB) Thai transport service
Report src/service/report/ Dashboard, analytics,
exports
Notification | src/utils/notification.js Nofitication
Storage src/service/minio.js + File storage
src/service/storage.js
urSngnaginuasmaas
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6.23. Environment Variable

undo:=nandvddudsciva Aduddudandanuovs:uulslunisidoucias:uudua

Application
Variable A@sue
APP_PORT Port i Express server Wv (15U 4004)

NODE_ENV anmwudadou: development rnSo production

Database (PostgreSQL)

Variable MDSUY
DB_HOST Host uov PostgreSQL server
DB_PORT Port (UnQ 5432)
DB_USER BoRtS PostgreSQL
DB_PASSWORD shdaniu PostgreSQL
DB_NAME Sogudoya
MongoDB
Variable MDSUY

MONGO_URI  MongoDB connection URI (1su mongodb://localhost:27017)
MONGO_DB  #agiudoya MongoDB

Redis
Variable MDSY
REDIS_HOST  Host uov Redis server
REDIS_PORT Port (UnQ 6379)
REDIS_AUTH  Password dwSu Redis (thid)

Kafka
Variable ADSUY
KAFKA_BROKERS signs broker (18u localhost:9094)

uKISNENAuLINUAsAMaas 6-13
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Object Storage (MinlO)

Variable MDSUY
MINIO_ENDPOINT Host uov MinlO server
MINIO_PORT Port (Un@ 9000)

MINIO_ACCESS_KEY Access key d&Su MinlO
MINIO_SECRET_KEY Secret key d&wmsSu MinlO

Authentication

Variable MDSUY
PRIVATE_KEY_FILE path uov RSA private key (jpem K3o key)
PUBLIC_KEY_FILE  path uov RSA public key

DLT (nsunmisuudvmvoun)

Variable MDSY

DLT_GPS_USERNAME Username dhsu login s:uu DLT GPS
DLT_GPS_PASSWORD Password dSu DLT GPS
DLT_GPS_AUTO_LOGIN wWa/Ua auto-login (true/false)
DLT_GPS_GRAPHQL_AUTH_ENDPOINT Endpoint d&Su authenticate nu DLT
DLT_GPS_GRAPHQL_ENDPOINT Endpoint hanuov DLT GraphQL API

Static Resources mwav a
Variable MDSUY
RESOURCE_BASE_URL Base URL dSu static resource files

uKISNeNaaLNUAsMaQs 6-14
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6.2.4. JuadUMSUIVIUTUSEUU

n1wAvgnuildoonuuu Automation Deployment LWoE28TKUNWQIUIAIUISD
thsawuosdus:uuldavislagiardunisriimudaoi

Merge Merge Request TU main
GitLab - Project - Merge Requests - 1don MR A approved - Merge

Pipeline uu main o:Su job make-release tunun

make-release a$1v Git Tag daluya
make-release 13 semantic-release 31As1:A commit messages cmu Conventional

Commit prefix Haaws dod&v tag
fix: Patch bump (x.x.+1) v121
feat: Minor bump (x.+1.0) v13.0
featl: / BREAKING | Major bump (+1.0.0) v2.00
CHANGE:

douyov plugins AlEVIU TAVH: @semantic-release/changelog — Uanaud
p:82eUlaalwd CHANGELOG.md taaluda Tago:iwusignisnistUdguulavuov
uda:10083uthilonlu @semantic-release/git — W& mMsu commit TwWangnilasu
(13U CHANGELOG.md) ua: push tag 109$8utniindulul repository @semantic-
release/gitlab — Udnauiitdasio GitLab Release Wlagsaluiandvoinfuanuidossu
(31N

KUBIKQ: NMSD:TRS:UU push tag naUTUR repository 1a Sududovid GITLAB_TOKEN
dvA3tu CI/CD Variables dog twalkuanauausadhivansidoonisiu GitLab
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Gitlab runner build-prod @$iv Docker Image
KdooIN tag QNasv pipeline WUD:EUSUINSU tag Uu

# &on build-prod M (0n .gitlab-ciyml):
docker login -u gitlab-ci-token --password-stdin $CI_REGISTRY
docker pull $CI_REGISTRY_IMAGE:latest # Gv cache
docker build \
--cache-from $CI_REGISTRY _IMAGE:latest \
--tag $CI_REGISTRY_IMAGE:$CI_COMMIT_TAG \ # 1su :v1i2.0
--tag $CI_REGISTRY _IMAGE:latest .
docker push $CI_REGISTRY _IMAGE:$CI_COMMIT_TAG
docker push $CI_REGISTRY _IMAGE:latest

Image :Qn push [Ugv GitLab Container Registry uov project

na Manual Trigger d&su deploy-prod
d1Acg: job TlUSUSATUUA AovNAYNNASY (when: manual)
3sna:
wWa GitLab —» Project -» CI/CD - Pipelines
w1 Pipeline A trigger »1n tag WU (JloAputhe tag dthidu)

pannluq pipeline detail
1 job deploy-prod AdloAdu » (Play) dduU

(G SERTURY I

Aan “Trigger this manual action”

Pipeline :13usu deploy-prod Auf

Status Pipeline Created by Stages Actions
o= #2462644931 A ‘ ) @ © P v
Merge branch 'develop' into 'main’

® 00:06:31 P
& 12 hours ago ©v1.29.6 < 07b13260 @ Stage: deploy

latest tag
@ deploy-prod >

 sUR 6-5 Kihdhwomsna deploy uu gitlab
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mwuaavmsadamuaniu:nmMsavupusawdaudsuuusaludd Tags:yiiv Pipeline
arganrhoiududo (Status: Passed) BviinmswaiusoulAaoinawn develop whdaiun
Kan (main) wSauuaavnisiiviuvovduasudiva (Stages) soudivduaaudiAtyfio
deploy-prod 8viduniséiugusisowdudswiuns:udounisnaaouua:wsaudinsu
msaadovuuamwudadauldviunsvlagdaluld

deploy-prod sUiaa Kubernetes Manifest
# don deploy-prod m (010 .gitlab-ciyml):
git clone https://${USERNAME}:${PAT_TOKEN}@gitlab.com/waylar/dlt-tms/api-
infra.git
git checkout -B main
cd api-infra/prod
kustomize edit set image $CI_REGISTRY _IMAGE:$BUILD_VERSION
# - unly kustomization.yaml 13 image Hu
git commit -am “[skip ci] PROD manifest-image update for build $BUILD_
VERSION"
git push origin main

Twangnauiaa: api-infra/prod/kustomization.yaml
ArgoCD

D) api-infra/prod dms commit tklj ArgoCD A monitor repo o::

asoowumsiaguulav manifest
Apply Kubernetes deployment trhu
Rolling update pods Aa:>

A wN S

asdvdou health check nou complete
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Qdit-platform-api APPLICATION DETAILS TREE

Applications FiY Log out

@ orgo

AP HEALTH e sTaTy : o
@ Healthy @ Synced t 1198) 2 @ Sync OK todo

suUn 6-6 Kuhcihv Argocd udvs:uurkavUu

MwavnanudaavnisasdodauaniuznisiiviuvovusUwalnsu dit-platform-api
Wius:UU ArgoCD Bva:Apudvnisuguaviunsvaiuuudniv GitOps lasdsiga:idea
BolnATARGIACYGOT:

.  amu:aumwudvs:uu (App Health): uaavaniu: "Healthy" odugusikuioe
Us:udawa (Pod) wa:ovAUs:nounvruauadvuaUuwalasunidoniviuldoagiv
gndovmunrkua

« msSamsamuzmsdvlasiud (Sync Status): uaavaniu: “Synced” vdugu
21dN2:Uovs:uUlunaddalaos (Live State) Un31uaaon§aoauLgsniﬁua‘ioﬁ's:quiu
Git Repository (Desired State) wuuaalula

« lasvasivdauldvovnsweins (Details Tree): uaavaidusund1uduwus
yovnswens (Resource Hierarchy) dvucis:du Service, ConfigMap TJouidiv
s:du Deployment ua: ReplicaSet 80828IRAQUAS:UUAILISNASIDADUADIL
1Boulyoua:AurinaninadoRawaialdog1vsdaisd
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6.25. Utuminwuuoeg

Authentication/JWT

AldrqQuas:uu
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msvi 6-12 Utuminwuuoe

2IMs akaAliululd 5sun
401 Unauthorized | JWT key files asoodou PRIVATE_KEY_FILE ua:
nn request ligndovrsomealy PUBLIC_KEY _FILE tu .env
318QnTwa
Token Timezone Uov server | ASODdDU timezone server ua: TZ
KuaDgSO RaUNG | Tuasoriu environment variable

Invalid signature

5 key WQF)

dso key pair thidoy openssl

error (private/public T genrsa ua: update .env
match)
DLT login Wila DLT_GPS credentials | oaUiaa
KUQDIEYKSDIRQ DLT_GPS_USERNAME/DLT_GPS_PA

SSWORD ua: restart

UK1I3NIduUINUasSAEQs
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Database (PostgreSQL)
msof 6-13 Urumiwuuoe

AldrqQuas:uu
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21MS

aunqiiulula

5sun

SequelizeConnection | DB_HOST/PORT/USER/

QSOOdDUAN env la:

AvY/timeout

production data

Error PASSWORD WaQ rsd pg_isready -h DB_HOST -p
PostgreSQL Tld run DB_PORT

relation does not Migration gvolula run Su npm run migrate-up

exist

Migration Migration vunatrnoduu | asdoddou lock ade SELECT *

FROM pg_locks ua:usnu
developer

too many
connections

Connection pool 1Gu

QsSO>PdDU max_connections
Uov PostgreSQL ua:

Sequelize pool config

Database (MongoDB)
msvi 6-14 UrumiRwuuoe

21MSs akafdulvia 55un
MongoNetwor | MongoDB Tyla run n3o asdodaou MONGO_URI ua:
kError MONGO_URI #a mongosh $MONGO_URI
Redis
msivi 6-15 Urumiiwuuoy
2IMSs aukqiliululd 3sun
Redis Redis T run K3 | asodadUAN env ua:su redis-cli -h

connection
refused

REDIS_HOST Wa

REDIS_HOST ping

UK1I3NIduUINUasSAEQs
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Kafka / Event Streaming
msvi 6-16 Urumiiwuuoy
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21MS aukqildulvla Ssun
Event Tugn Kafka broker T run rso Qs2oodouU broker ua: consumer
consume topic TUiD group offset

timeout

Kafka connect

KAFKA_BROKERS env WaQ unfy env ua: restart service

File Storage (MinlO)

msoi 6-17 Jeumiiwuuog

21Mms aukqiduluia 5sun
Upload MinlO TU run Kso Qsd>vdouU
walula credentials WQ MINIO_ENDPOINT/MINIO_ACCESS_KEY/MI
NIO_SECRET_KEY
wane / Bucket T Ko path | asopapu bucket Wiu MinlO console A
404 WQ http://MINIO_ENDPOINT:9001

Build / Deploy

msivn 6-18 Uturinwuuae

2IMs aukqiliululd Ssun
Docker npm install asd>oaou Node version tu Dockerfile nu
build Tudu8otudu builder | packagejson engines
auwad
Out of Heap TuwodnsSu Production start 16 --max-old-space-
memory PDF generation size=8192 — qsdddouU npm start script
Migration DB connection Qsdd&doU init container / health check
fail uu luwsSou urtu: init fNou run migration
deploy

UK1I3NIduUINUasSAEQs
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DLT Integration
msvn 6-19 UrumiRwuuoe

2IMSs aukadulvia S5un
DLT GPS data | Auto-login asd>odou DLT_GPS_AUTO_LOGIN=true
U update AULKADKSD session | Lla: credentials &otsla
KuQ

SOAP service | DLT SOAP endpoint | asooaou endpoint tu config/config,js
error Wasukdo down ua: DLT announcements

6.3. stuudvuoya Real time (Socket)

s:uU Real-time WebSocket uovuwaawasu DLT Gunuiniludugnaivomsdoans
wuusgalnys:no1v client ua:s:uukndaounu (backend) Tauls Socket Service 1Uunaln
ranlumsiBouciouuu persistent connection Busavsunissu-godayaldnui Tidov
Sovualnnnasowilou HTTP wuuidu MtAaiuisnddiaadoyaldagiosdaldo
GAWKLDYAN LazdpansuuuanvAfnVDEvGUs:aNSMw

tun1sri1vIUD3Y s:uu DLT o:Sudoyanin Kafka 8oidu message broker
ﬁ63850n1sﬁagalluu event-driven 13u GPS tracking, notification, ua: report
Joyalkanto:gnavundo Socket Service ua: broadcast 1Ugiv client Algpucioogru
Socket.lO Tagasv anAp:lasudoyaudvidiouuuuissalny WU diukuvsayudv,
msudvldouransaidiAty Lazs1gvIuamu:cv a Atiadulus:uu

s:uudikurzdmsumsusoldaunuy realtime notification 3v828lKRIELIUTASU
JayanuRRTmMsIasunlavnéainatramsaidAny 1u mstasuchuktio GPS yoosn
yudo, msudvidiouaniu: Somssolaslusioyas:k310FIEVIUMUS:UU backend WU
UJs:ansSnNiwlunN1suSKISOaNISYUdDFUAINIDOUULAIADUAUDVCDLIKANISTUCD Q
laagvsdalsoua:gndiov

usNDING S:uUFoaUISaVENe (scalable) IWasovSURIELIUTIWOULINTG GDuMSTS
InATuTagiasy 1wu message broker ua: load balancer tWalkmsdoaisuuu real-time
UA>wwiadesuazdolliovdnsunn client ABoudoos)
KUNAKAYNUDY Socket Service Apo:rkunAu Kafka Consumer Tagnissudondu
Ao:dvudvidou 1WoldsudondwAo:dousoldaulugv Client div a ua:dwiandiurktio
£IUNMWKUUULWUA ua:udotdiputdomsrimsasiolwa ayaus:sisnduso
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sUn 6-7 mwmsudvidauluaunnaus:NaunmsKuaa1g

fiading voado

nsuntsvudenioun A = Al L . nsumsvuding
4 WA -~ USGN 831 551 adBatNd (UsunATny) Siia et L
5 2 P 2
£ Z Moving — 34% « i
l uquudsa ouwnuzionua (35) Q 3 < 2 i uowudsa
3 § 2 idling J— 23%
= o +
m : e -
1 Offline - 9% -
& winow © No GPS Data 0% & winow
~ s o o™
2 qom C ® Pt Roitr 2 qom
@ amud @ amud
700-0104 10 minutes ago
. 8 > 9.
& @umo 5 &, @umo
) - ' \ ;
B rdodo 'Lw) 69-7212 2 minutes ago | B rdodo
g " \
g A
® vwwudo B 2 ® vwuudo
£ SAN\N
B dou O 69-7092 T ! 2 5 |© rooonz | B dwu
® swowmqmsai g \ ° N ® swowmqmsai
o 69-7093 in7 hours & o)
& msnsihnwAa . " y 9 SR ong Y & msnsihwRa
P thsosnn ! SO T & thgosnn
&) w7 i) N A
8, AsomsduanuUasany A4 —; A N~ ufiun & ASomsdundulai
< '
8 dordunuuudo \ fm 700-0103 3 /minutes ago 2 € dordunuuudo
4 . o
B doyadus:noums 4 \ B doyadus:noums
g 7
(™) s9-7097
" a few seconds ago & - 2
.
> 2
& 2
69-7101 o 2
<« 8 few seconds ago g MapLibre | Longdo Traffic | Longdo Map © NuMAP, OpenStreetMap, Terms @
~ S wuiN
nsumsvudomoun A = fafand soath 2 nsumsvudinig
moilapryusnidios - USGN 831 501 aoBaand (Usunalng) Siria osilopttit
s "2
. £ z 4 Moving — 34% 'Y
I uasuosa uwnuiorua (35) Q : W uasudsa

sUn 6-8 mwmisudavausuvgiuwikuzuazaou:dINUsSNMs Realtime

uKISNENAuLINUAsAMaas 6-23



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

WagdsaliuayuLa:aNS:AULNASTIURUS:NDUMSUUELEUAMMYaULYDVUS:INATNg (DLT-TMS)

nsumsvugdenvun

l# wovsuasa

< ndv

& winow

2 qom

<

amwi

dumo

0

dodo
vwwudo

fia
dwu

® 2 p @

Swowmgmsai

msns:MAUAQ

S g

Grgosnin

Samsdunculasanis

Qo

@ dordunuuudo

B doyadus:noums

nsumsvudiniun

v uasuada

sUf 6-9 mwamu:msasv Re

O voua 2 anu
20/04/2026 22/04/2026
B thoonuuuayaus:$rsa
\Gouwnu -~

B uuvayaus:sa

B wwuayaus:sa

< nadu

Adorquas:uu
(Technical manual)

= fadaing voado 1583.33px x 875.56px
- usun 831 53a aodatind (Us:nalne) Siia
KA
4 Moving — 34% 44 )
A = i wovuosa
1dling - 4%
N +
B er — o
il Offtine - 6% -
© No GPS Data 0% & winow
- o
2 g
Q@ amuit
o.
&, @umo
) 4 B rdofo
® vwwude
o < B dwu
® swowmgmsai
- & msnsihAdURQ
&P Uiosnn
' 4
& WSamsdunMuUa:
& dosdunuuudo
B doyadus:noums
MapLibre | Longdo Traffic | Longdo Map © NuMAP, OpenStreetMap, Terms @
= flatiodng voaco 1583.33px x 875.56px ———
et UsGNn 831 581Aa apSating (Usanalne) Siia Ot o T
KA
4 Moving — 34% 44
A r I uosudsa

port ayaus:saduso

UK1I3NIduUINUasSAEQs

6-24



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

6.31. Tech Stack

msvi 6-20 Tech Stack
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Layer Technology Version
Runtime Node s 16.x (Alpine)
Web Framework Express.js 4181
Real-time Socket.lO .51
Message Broker Apache Kafka (kafka-node) ~5.0.0
Redis Adapter @socket.io/redis-adapter 7720
Redis Emitter @socket.io/redis-emitter 75.00
Redis Client redis 7431

SQL Database

PostgreSQL (pg) + Sequelize
ORM

pg *8.7.3, sequelize
~6.19.0

NoSQL Database MongoDB (mongodb) ~121
Authentication JWT RS256 (jsonwebtoken) 7851
Security Helmet,js 7511
CORS cors 7285
Session express-session ™MA73
HTTP Client Axios M.2.6
Utility Lodash, Moment,js, UUID latest
Dev Server Nodemon 72.0.20
Containerization Docker (node:16-alpine) 20.10.9

Cl/CD

GitLab CI/CD + Kustomize
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6.3.2. luQananudvs:uU

DINNa1s s:uu DLT-TMS gnoonuuuludanutu: Microservices Tagaiuisauuv
lwqQaranoanlu 2 ngutked Taun Application Services ua: Infrastructure Services

1) Application Services (luQakanAIWNISHIVIUYDVS:UU)
WudsuRAWwauurduilWosovsu Business Logic ua:n1stdviulasasouavits
Js:nauddgusmsdiAty LU
e API Service (dlt-platform-api)
thuSmMs REST API d&nsumsidauciauazuaniuasudolya
e Frontend Service (dlt-connect-frontend)
doudacdiotdoiuriurkinidu
e Realtime Service (dlt-socket-api)
tAuSMsydoyautuu Real-time Wiu WebSocket
e Datapool Service (dlt-datapool)
Suua:damsdoya Wwu Yoya GPS pingunstdnmeusn
e Position Publisher (dlt-position-publisher)
rhruhAdvdayachukuoTUgos:uudu
e Event Builder (dIt-event-builder)
Us:udawadoyaua:asoimamsad (Events) aiuassn:upvs:uu

2) Infrastructure Services (luQaauuauus:uu)
tudouuavlasvasiowugiuisovsunishiiviuvov Application Services 1K
ADWLadgsuazgus:ansmw Taun
e Database
o MongoDB (NoSQL)
o PostgreSQL (Relational)
e Message Broker
o Kafka (s:uusu-d@vdoyauuu Streaming)
e Cache
o Redis (daifiudalyadonsid / session)
¢ Object Storage
o MinlO (Satnuiwa)
e Networking & Security
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o Ingress / Ingress Controller (9ams routing)
o Cert-manager (vams SSL/TLS Certificate)

6.3.3. Kafka Consumer (Subscribe)

msvoi 6-21 Kafka Consumer

Consumer

wa

Kafka Topic

Wios

Position Pool

utils/kafkaHel
per.js

POSITION_PO
OL,

Sudbya GPS uds emit TUgv
/vehicle-tracking, /public-vehicle-

POSITION_PO | tracking, /monitor-transport
OL_EMPTY_RE
FERENCE
Notification utils/kafkaHel | NOTIFICATIO | Su notification event ua> emit TJgvo
per.js N /notification
Report utils/kafkaHel | REPORT_TRA | Sudamu: report udd> emit Jgvo
Tracking per.js CKING /report-tracking

6.34. Service Layer

msivi 6-22 Service Layer

Service

wa

Kun

Notification Service

service/notification.js

ds1o notification nahgUs:nn
(GPS event, offense,
broadcast, tax expire)
vufinav MongoDB

6.35. Environment Variables
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6.3.6. Application

Variable AMDSLY
APP_PORT Port i service d: listen (default: 3008)

SECRET Secret key dWMSuU express-session

6.3.7. PostgreSQL Database

Variable MDSUE
DB_HOST hostname uov PostgreSQL server
DB_PORT Port upv PostgreSQL (default: 5432)
DB_USER Username dnSu connect database

DB_PASSWORD Password d@Su connect database
DB_NAME %o database
DB_DIALECT Dialect d&Su Sequelize (I8 postgres)

6.3.8. MongoDB

Variable A1DSUY
MONGO_URI Connection URI uov MongoDB (suuuu:
mongodb://user:pass@host:port/)
MONGO_DB #o MongoDB database
6.39. Redis
Variable ADSUY

REDIS_HOST hostname uov Redis server
REDIS_PORT Port uov Redis
REDIS_AUTH Password uov Redis (thiJ)

REDIS_STARTUP_TIMEOUT_MS Timeout dnsSu Redis health check aou
startup (default: 5000)

AldrqQuas:uu

(Technical manual)

UK1I3NIduUINUasSAEQs

6-28



Tasvmswauuns:uuinAlulagaisautnAuSKsdamMsyudoauAINIvauu
Wagswaluayuua:uns:aULIasHIURUS:NDUMSYUdDEUAMNMYaULYDLUS:INATNE (DLT-TMS)

6.310. Apache Kafka

Variable
KAFKA_HOST
KAFKA_PORT
KAFKA_BOOTSTRAP

KAFKA_GROUP

KAFKA_TOPIC

KAFKA_GROUP_NOTIFICATION
KAFKA_TOPIC_NOTIFICATION

KAFKA_GROUP_STREAMMAX

KAFKA_TOPIC_STREAMMAX
KAFKA_STARTUP_TIMEOUT_MS

6.3.11. JuaduMSUIVIUTUSEUU

AldrqQuas:uu
(Technical manual)

AMDSUY
hostname uov Kafka broker
Port uov Kafka broker (default: 9092)

Kafka bootstrap servers (sUuuu: host:port)
— mdvA:dunu
KAFKA_HOST:KAFKA_PORT

Consumer group ID dKSu position tracking

Kafka topic dSu position (A1 default:
POSITION_POOL)

Consumer group ID dKSu notification

Kafka topic dSu notification (default:
NOTIFICATION)

Consumer group ID dKSu Streammax
position
Kafka topic d1KSu Streammax position

Timeout dnsu Kafka health check aou
startup (default: 5000)

n1vAUdnuildoonuuu Automation Deployment tWwagoulkinweuuraiuisaii
soWudSIus:uulavhelasdahdumsrivudod

6.3.12. Merge Merge Request TU main branch

GitLab - Project - Merge Requests - 1don MR A approved - Merge

Pipeline uu main o:Su job make-release tunun
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6.3.13. make-release as Git Tag saluda

make-release (3semantic-release 31As1:K commit messages
a1 Conventional Commits

Commit prefix Haaws dod&v tag
fix: Patch bump (x.x.+1) v121
feat: Minor bump (x.#1.0) v13.0
feat!: / BREAKING: | Major bump (#1.0.0) v2.0.0

6.3.14. Gitlab runner build-prod @$iv Docker Image

KavoINQnda tag ud> Gitlab Ao:QndvIKSU pipeline &1KSu push image
W1 Gitlab Image Registry

# &on build-prod ri1 (01n .gitlab-ci.yml):
docker login -u gitlab-ci-token --password-stdin $CI_REGISTRY
docker pull $CI_REGISTRY _IMAGE:latest # Gv cache
docker build \
--cache-from $CI_REGISTRY_IMAGE:latest \
--tag $CI_REGISTRY_IMAGE:$CI_COMMIT_TAG \ # 1wsu :v1i2.0
--tag $CI_REGISTRY _IMAGE:latest .
docker push $CI_REGISTRY_IMAGE:$CI_COMMIT_TAG
docker push $CI_REGISTRY_IMAGE:latest

Image :Qn push [Ugv GitLab Container Registry uov project
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6.3.15. deploy-prod sUiaa Kubernetes Manifest

# don deploy-prod m (010 .gitlab-ciyml):

git clone https://${USERNAME}:${PAT_TOKEN}@gitlab.com/waylar/dlt-tms/api-
infra.git

git checkout -B main

cd api-infra/prod

kustomize edit set image $CI_REGISTRY _IMAGE:$BUILD_VERSION

# - unly kustomization.yaml 13 image Hu

git commit -am “[skip ci] PROD manifest-image update for build $BUILD_
VERSION"

git push origin main

Twangnauiaa: api-infra/prod/kustomization.yaml

6.3.16. ArgoCD

(odms commit IUATWE socket-infra/prod/kustomization.yaml s:uu ArgoCD
Bolhdamu repository donaido:cdunsava:

« asOPwWuUMsWasuulavuovlwd manifest

« U1 manifest Ataguudaviu Apply tWwalsunis Deploy Kubernetes L

« s Rolling update pods Aa:> tWatks:uugvAvivuTddoLtio

o Qsdvaou health check upvuda: pod fpud:fiod1Ms deploy Lasoauysad

uKISNENAuLINUAsAMaas 6-31



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu AoRquUas:uU
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[ ] [ ] « socket-service o2 (v
EXPLORER index.js 3,M X s % Vo ®o -
~ SOCKET-SERVICE sre > index.js > () bootstrap
Q Vv @ docs 83  const bootstrap = async () = {
~$chnical-support-manual.docx v 84 try {
® technical-support-manual.docx u 85 await runStartupHealthChecks();
Z& s technical-support-manual.md u 86
87 await Promise.all([pubClient.connect(), subClient.connect()]);
> & node_modules
> - 88 -
~ &8 src 89 /7 use redis adapter -
> W% config %0 io.adapter(createAdapter(pubClient, subClient)); =
% > db 91 routerSocket();
> ¥ handler 2,
! S A 93 subscribePositionPool();
© ILCCewars 94 subscribeNotificationPool();
> ES router 95 subscribeReportTrackingPool();
O > ES routes 9%
N 97 server. listen(port, () => {
5 98 console. log(
® >m
CazaD 9 “Socket Service running... at port :*,
> W startup 100 process.env.APP_PORT || "3008"
@ > m subscribe 101 )
> m utils 102 N
Pt am 103 } catch (error) {
@ X 104 console.error(error.message || error);
testis 105 process.exit(1);
& .dockerignore 106 }
? env 107 ) —
-env.dev 108 !
. 109 bootst ;
Sy 0 ootstrap()

® sequelizerc

allowed.origins.json
@& docker-compose.ym|
& Dockerfile

& Dockerfile.dev
Q ©+ jwtRS256.development.key
> OUTLINE

€€3 > TIMELINE

> VS CODE PETS
Kind-di % Claude Code  « Prettier (2

X J@develop* © 041t fo @7 Launchpad ®O0A3 DS gi default @ Qub & ksarm-waylar (3 weeks ago) Spaces:2 UTF-8 LF () JavaScript & £3

suUf 6-10 mwuaavlasvasivuov Repositories Socket

tg ¥ main v  socket-infra / prod / kustomization.yaml [

& kustomization.yaml Findfile  Blame :

o

4<% [skip ci] PROD manifest-image update for build v1.4.3 N 7643c812 History

& o

‘Yo7 GitLab CI/CD authored 2 days ago

83 Code owners Assign users and groups as approvers for specific file changes. Learn more.

B kustomization.yaml 227 B B R &

apiVersion: kustomize.config.k8s.io/vlbetal

kind: Kustomization

resources:

- deployment.yaml

- service.yaml

- configmap.yaml

namespace: default

images:

- name: registry.gitlab.com/dlt/dlt-tms/socket-service
newTag: v1.4.3

LI B R A T N

PP
R o

sUR 6-11 Gitlab runner update image A socket-infra

v
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nmwuaavilonuovIwa kustomization.yaml metupdvdoya socket-infra ol
dnsus:yovAUs:nounsweIns (Resources) Asdu Wwu Deployment, Service ua:
ConfigMap TagldoudiAtyAonisiinua newTag uov Docker Image 1UuULd2$3U
v14.3 1Wos:yoassuyavusMsidovmMsaadouus:uUDENDBAIDULLALLUEN

6.317. Utuminwuuoe

Kafka Consumer

21MS

aunqiluluia

5sun

Service crash wSou
error 91N Kafka aou
startup

Kafka broker TuwSou
KSo config WaQ

asoodou KAFKA_HOST,
KAFKA_PORT k3o
KAFKA_BOOTSTRAP ua:zamus
Kafka cluster A argocd

voya GPS Tugnavldgo
client

Consumer group
offset MV KD topic
lidvpyatnu

QsOdddU consumer group lag
tu Kafka, aso>odoud1 producer
dodoyaldn topic og A argocd

Service restart loop
tws: Kafka error

Consumer 1QSU error
event 01n Kafka
udoiseun

process.exit(1)

asovdou log rm Kafka error
message, QsJodaou network
connectivity S:hJ10 service NU

Kafka A argocd

Redis
21MS aukqidulvla Ssun
Service TJ start wSou Redis server TUwSau KSo | asdodaou REDIS_HOST,
error Redis health check | password Wa REDIS_PORT,

failed

REDIS_AUTH ua:danus
Redis server

instance)

SocketlO &v message
Wifiv client v1VAD (Multi-

Redis adapter Tunviu

asdvdaou pub/sub client
71 connect d1Sonsolu

tu log
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MongoDB
21MS aukqildulvia Ssun
Service TJ start wsou MONGO_URI K5 asd>pau MONGO_URI
error >1n MongoDB MONGO_DB Rraq, wa: MONGO_DB
startup check MongoDB Tuws$ou soufivaniu: MongoDB
server
Notification Tugnuufn MongoDB connection asdoaou log uas
Kaaq, collection Wa connectivity 1Jgv
MongoDB
Real-time / Notification
21MS akaildulvia Ssun

Client TJlasu notification | TUla emit onRegister
wsSou userlD ua:

organizationlD

Qs2oP&aduUMN client emit
onRegister nav connect
duso

Build / Deploy

21MS aukqildulvia

Ssun

Docker build auwad package-lock.json Tu
sync U package.json

Su npm install uas
commit package-
lock.json thu
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6.4. stuusSuudya GPS (data pool)

DLT Gateway Juusmis Gateway dsSusSudoyacunuv GPS oingunsddaaiy
(Tracking Device) Wiu ovniv HTTP pindus:uuo:ninissU:udana
JayalagAumdolyasvdvenuwlku: uddavdadoyanKiumsasioaauuddlugo Kafka
\Wolks:uu downstream UhTUUs:udanacio

[GPS Device]

I— HTTP (port 7788) — [DLT Gateway]

v v
[Redis Cache] [PostgreSQL]
(10 wiii TTL)  (vehicle/device)

| reverse_reference
v
[Kafka: POSITION POOL]

suUfA 6-12 mwsous:uu Data pool GPS

Jucoumsrvulagso:

1. Sudoya RawPosition HTTP POST /

2. udavllu Position struct wSou uniqueid ua: server_time

3. Auk1 vehicle reference »1n Redis cache nou KInluwudvAuKIDIN
PostgreSQL ud> cache 15

4. nnwu reference ﬁqnﬁao (ref_id, ref_type Tl0u null) Svdviugv Kafka
topic POSITION_POOL
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6.41. Tech Stack

swms 1sBU wini
Rust 1.85.0 mMukanuovldsiona (edition 2024)
Tokio 1420 Async runtime (features: full, signal)
Axum 084 HTTP web framework
tower-http 0.61 HTTP middleware (CORS)
serde / serde_json 10 JSON serialization/deserialization
thiserror 2012 Error type derivation

tracing / tracing-subscriber | 0.1/ 0.3 | Structured logging

chrono 04 nsvams datetime

uuid 116.0 asio UUID v4 dwnsSu Kafka message
key

bson 2.15.0 aso Objectld dKsSu uniqueid

mr_env_plus 010 Ihaa environment variables

async-trait 0.1.88 sovsSu async fn U trait
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Module KuA
main.rs ds1o shared AppState ua:wda MQTT server (port
1883) Nu HTTP server (port 7788) wuu concurrent
Q29 tokio:try_join!
lib.rs n1KUaQ AppState (database, cache, broker,
publish) ua: BrokerState (MQTT subscriptions map)
error.rs sou error nnus:tnntdu enum ErrorType 148D

5 thiserror

producer.rs

KoKU Kafka FutureProducer wSou method
produce_with_topic() & UUID v4 W0u message key

config/ DIUAY environment variable wWiu mr_env_plus
wsou default values

database/ nirkuaQ trait DatabasePool ua: implement
d2¢ PostgreSQL 1WoAum vehicle referece

cache/ nrua trait CachePool ua: implement doe Redis

connection pool (r2d2, max 15 connections)

protocol/http/

HTTP server d>g Axum sovSu health check ua:zSu
position data

schema/position.rs

wdav RawPosition —» Position wSpuni reverse
reference lookup

schema/reference.rs

LAUWANISAUKI vehicle reference (ref_id, ref_type,
device_id)

utils/date_time.rs

parse datetime narosUuuu ua: serialize tugduuu
ISO 8601

UK1I3NIduUINUasSAEQs

6-37



TasoNswceuuns:uutnAlulagaisautnAuSKISSaMsYUdvauAINvauu

' AldrqQuas:uu
IWaydealuayuLa:gns:auuasguyus:naumsvudvdumnivnuuyavus:inAlng (DLT-TMS)

(Technical manual)

6.43. Joyavuthudv GPS

Field Type ADSNY
imei String? rhurelau IMEI yovaunstu
device_time DateTime<Utc> 1awINdUNSNU
latitude f64 a=apa
longitude f64 aovodQ
altitude fe4 ADIUEY (Was)
speed f64 ADWISD
course f64 AANYMSIA&DUN (DY)
address String Aogmulng
address_en String Aogmudonqu
accuracy 32 AMULLUgUDY GPS
magnetic_card String? Kuglavuasubitkan (driver ID)
driver_name String? $oAudU
fuel f32 s:audthuu
odometer fe4 Lavluaa:au
engine_hour f64 SluomsrhviuyoviAdovaud
ignition bool dmu=Nsoas:loQ
hdop f32 A1 HDOP (GPS precision)
sat u16 SusUCIRUASUAYYICU
gsm_signal_strength ul6 A WLsSYdtYtUItu GSM
battery_voltage f32 usLAULUALADS
chassis String? KUIELAUAD 0D

6.44. Environment Variable

douus MDSY
KAFKA_BOOTSTRAP_SERVERS ﬁagj Kafka broker (sUuuu host:port)
REDIS_HOST hostname uov Redis server
REDIS_PORT port Uuov Redis server
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REDIS_PASSWORD

sKkamWiu Redis

POSTGRES_HOST

hostname uov PostgreSQL

POSTGRES_PORT

port yov PostgreSQL

POSTGRES_DB

Sogudoya

POSTGRES_USER

username PostgreSQL

POSTGRES_PASSWORD

password PostgreSQL

 DATAPOOL-DEVELOP B CO

oo -

src > & main.rs > ...

v @ src

> W& cache

> W% config

> database
> protocol
> B schema
> 7 utils

) error.rs

2 lib.rs

# main.rs

% producer.rs
> % target
.env.example
© .gitignore
& _gitlab-ciyml
.releaserc
Cargo.lock
Cargo.toml
& Dockerfile.prod
© README.md

@Y v B+ 00

®

> OUTLINE

€§3 > TIMELINE

> RUST DEPENDENCIES

1

use
use

dlt_gateway: :protocol::{http, mqtt};
dlt_gateway::{

AppState, BrokerState,

cache: :{CachePool, redis::RedisPool},
database::{DatabasePool, postgres::PostgresPool},
producer::Publish,

env_logger: :Builder;
log::{error, info};

std::sync::Arc;
tokio::{net::TcpListener, sync::Mutex};

#[tokio::main]
async fn main() -> Result<(), Box<dyn std::error::Error>> {

mr_env_plus::init().ok();
Builder::new().filter_level(log::LevelFilter::Debug).init();

let database_pool = PostgresPool::new().await?;
let cache_pool = RedisPool::new().await;
let publish = Publish::new()?;

let app_state = Arc::new(AppState {
database_pool: Arc::new(database_pool),
cache_pool: Arc::new(cache_pool),
broker: Arc::new(Mutex::new(BrokerState::default())),
publish: Arc::new(publish),

let mqtt_app_state = Arc::clone(&app_state);
let mqtt_serve = tokio::spawn(async move {
let listener = TcpListener::bind("0.0.0.0:1883")
.await
.expect("Failed to bind MQTT listener");
info!("Starting service MQTT running on port 1883");
loop {
match listener.accept().await {
Ok((stream, addr)) => {
info!("New connection from: {}", addr);
let app_state = Arc::clone(&mqtt_app_state);
tokio: : spawn(async move {
if let Err(e) = mqtt::handle_client(stream, app_state).await {
error!("Error handling client: {}", e);
}
b
}
Err(e) => error!("Connection failed: {}", e),

}

suf 6-13 mwuaavlasvasivvov Repositories datapool
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tg Files ¥ main v | dlit-datapool-infra / prod / kustomization.yaml ©
Q Search files (*vue, *rb...) 5 kustomization.yaml Find file Blame
v B2 prod

& configmap.yaml 4<% [skip ci] PROD manifest-image update for build v1.0.5

» 2dfoe8de (§ History

Le# GitLab CI/CD authored 19 hours ago
B deployment.yaml

5 kustomization.yaml 88 Code owners Assign users and groups as approvers for specific file changes. Learn more
B service-api.yaml

B service.yaml % kustomization.yaml 2408 I

v

stagin ™) : c
b ging 1 apiVersion: kustomize.config.k8s.io/vlibetal

2 kind: Kustomization
3 resources:

- deployment.yaml

- service.yaml
6 - configmap.yaml
' - service-api.yaml
8 namespace: default

9 images:
18 - name: registry.gitlab.com/dlt/dlt-tms/datapool
11 newTag: v1.0.5

sUR 6-14 Gitlab runner update image A dlt-datapool-infra

6.45. JuaduMSUIVIUTUSEUU

ds1o git tag uu branch main

so build-prod Su — Docker image o:0Qn push du registry saluua
1 GitLab Ul na "Play” A job deploy-prod dvsudgnoaio

Pipeline o: update kustomization.yaml tu repo dlt-datapool-
infra/prod uds push » CD tool deploy thoaluud

AwNn oS

Status Pipeline Created by Stages Actions
£33

@ Passed #246495761 ‘ o ‘,35, °@° VAN

& 00:09:45 Merge branch 'develop' into '... e

B 2 days ago ©v1.0.5 - 82be7b0 @ Stage: deploy

latest tag
® deploy-prod >

sUil 6-15 rtihcdhvmsna Manual Deploy s:uusudoya GPS
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mwuaavkuicvnisatdunis Deploy s:uusudoya GPS wiuns:udunis CI/CD
Pipeline Tagtduduaaunisdvviunuu Manual Deploy merkdvoinans:udums Build
wa:duasunaurkinadoauysaiuds oluniwuaavaniu:uov Pipeline agtuaniu:
“Passed” ua:uda: Stage UmsawdumsaisSomuaidu

AoGluduaou Stage: deploy Widviuaiuisadvoditdunas Deploy TUgGv
amwudadoulaiuniv (U production) wiuviu deploy-prod Talasasy dva:Apulk
tRudvns:usunisAduAuNsts:uuduldviudsvasvIduTUaDU La:aIuISNASIDEDU
aomuzmsmviugoundavidogividus:uu E28lkNISUSKISSaNISNISUSUUSYS:UUGADIU
Qnaov TJsola ua:gus:ansmw

6.4.6. Utuminwuuoey

s:uu start Tidu / panic aau startup

anunq Ssun
1Boucio PostgreSQL TWla asooaou POSTGRES_HOST,
POSTGRES_PORT, POSTGRES_USER,
POSTGRES_PASSWORD ua: network
connectivity
\Boudo Redis WA asooaou REDIS_HOST, REDIS_PORT,
REDIS_PASSWORD
Kafka bootstrap server ligndoo | asovaou KAFKA_BOOTSTRAP_SERVERS
J1 format Wu host:port

6.47. Joya position Tugndovw Kafka

21ms: HTTP POST / aou 400 Bad Request {"error™ "Invalid reference data"}
anna: s:uum vehicle reference Tuwu rnu1eAIW3 IMEI KSD chassis
Agounliddayatu PostgreSQL

58asovaou: 1. asdvaousibdayatu table vehicle néa heavy_equipment fiasvnu
imei K5D chassis_no 2. asod&apu31 device u table device wnnu vehicle uas
(field device_id) 3. asovpaoud record Tugn soft delete (deleted_at is null)
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—- (S2DaDUADY query 1AgIAUAS:UUTE
WITH vehicle AS (
SELECT id AS ref_id, 'vehicle' AS ref_type, device_id, chassis_no
FROM vehicle WHERE deleted_at IS NULL
UNION ALL
SELECT id, 'heavy_equipment’, device_id, chassis_no
FROM heavy_equipment WHERE deleted_at IS NULL
)
SELECT v.*
FROM vehicle v
LEFT JOIN device d ON v.device_id = d.id
WHERE d.imei = '<imei>' OR v.chassis_no = '<chassis>'
LIMIT 1;

6.4.8. Kafka message Tign consume 1ag downstream

anunq 5Sun

Topic Tuasv downstream Aov subscribe topic POSITION_POOL
(COWUWTlKdAYKUQ)

Kafka broker cihoniu | asooaou KAFKA_BOOTSTRAP_SERVERS thasvnu
Av producer ua: consumer

Message timeout asdvodou network latency TUgv Kafka broker Ay
timeout UpdUufo 5 Suin

6.5. stuudanmisnonssu (event builder)

nvoAUEnuldoonuuu szuuSamsionssy (Event Builder) 1woldtunisriikua
ds$1v ua:usuisvanisthanisad (events) Altiadunelus:uuyudodum laes:uuii
anurusllulrdoviioRyoutRauisadeuidauly (conditions) ua:sUuuuyovIKaNISTU
cho a ldoghvdangu MUAIUADYNMISUDVRIGVIUKSDHUDUVIU

DLT Event Builder s:uuRoonuuutwaus:uda Event tusUiuu Real-time &msu
dnsSus:uudaawgiuwirku: (Fleet Management) 1ag KUNAKaND:Us:noUulUdde
Sudbyachunuv GPS (Position) , StAs1:Kua:asiv Event udazus:inn ondoyachurnuo
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ADMsdownun ua: gndatiuuu gudoya tu PostgreSQL ua: MongoDB ua: Sams

S:UUADUDYVUDADIUWIU Redis
Tago:sd nSuwWIoDS

e Auto check-in Check-out tuviuuudo

e Wiodayaus:oisn

@&8Y ve B+ 00

UTLINE
gy [ rmeume

> RUST DEPENDENCIES

sUfn 6-16 mw code ddu s:uudamsndnssy

6.51. Js:wnnuov Event

Us:tinn Event Sub-type ADUKNY

GEOFENCE CHECK_IN | snuwku:thWui geofence

GEOFENCE CHECK_OUT | snuwiku:oonoInWui geofence

DISPATCH - gauwiku:zfivoadoaum

ENGINE — 1nEovyudaa/dau

IDLING_30_MIN | — poasndaalAzovdvuiun3i 30 i

CARD_SWIPE | — wunviusauastyl/oon
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6.5.2. Juadumsmvoulagsgd

U WwN S

GPS Tracker dvodayachurkuoldn Kafka

Kafka (POSITION_POOL)

Tayadwmia GPS +n GPS Tracker wndu

consume (4 consumer groups usnniu)

[

v v v v
Geofence Dispatch Logbook CardSwipe
Logic Logic Logic Logic

i
|
I
r 1 ]
v v v
Redis PostgreSQL MongoDB
(State) (Events) (History)

suf 6-17 mwuaaviasvasivuovs:uu dit-event-builder
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Processor ucia:(> consume message 9n Kafka usn Consumer Group
dv State argauovounsnioin Redis
W3yUIAgU State mualtkl - a$1v Event ddnmistlasuudav

uunn Event av PostgreSQL ua: MongoDB 6. dUlaa State thiiav Redis

nmwudavns:udunisgvcdouazus:udanavoyavin Kafka (POSITION_POOL)
gorhruhRlugugnalosousoudayachuktivongunsad GPS Tracker lTasinisns:oe
viuTldgvnaurusinadoya (Consumer Groups) 4 ngu Taun Geofence, Dispatch,
Logbook ua: CardSwipe 1WoUs:usanaaiuassn:n1vssanAuLancdivonu nouo:ti
waawsludatnuavtugiudoyadargnivaiudagus:ava Taun Redis (a@niuzUopuu),
PostgreSQL (tkanisai) ua: MongoDB (Us:3@n1sidviu) 1WosovsunisiivIufi
Us:dnsmwuazuenaddago
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6.5.3. Tech Stack

Layer Technology Version Responsivity

Language Rust 1.85 (Edition 2024) mukan

Async Runtime Tokio 1471 vams
async/concurrent
tasks

Message Queue Apache Kafka (rdkafka) | 0.36.2 Su GPS position
stream

PostgreSQL Driver | sqlx 0.86 Uufn Event, Gvo
Geofence/Reference

MongoDB Driver mongodb 310 Uuiin Event history
ua: Position

Redis Client redis + r2d2 0.261 dams State,
Connection Pool

Serialization serde + serde_json 10 JSON parse/serialize

Date/Time chrono 04 AuDtuLa, duration

Error Handling thiserror + anyhow 20/10 dams Error uuu
typed

Logging log + env_logger 04 /0Mm Juiin log

Config mr_env_plus 010 91U environment
variables

UuID uuid 13 dso Event ID

Regex regex 11 Validate geofence
format

Container Docker (multi-stage) — Package ua: Deploy

Cl/CD GitLab CI/CD - Build, Release,
Deploy oalua

K8s Config Kustomize - vams Kubernetes
manifest
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6.5.4. luQananudvs:uUU

Module

nun

main.rs

Entry point uovs:uu Thaa env, Av logger, a5
AppState wa:Su async tasks (geofence, dispatch,
logbook, card_swipe) uuu concurrent

lib.rs

1AV AppState (shared state) 15U database
connections, cache, producer ua:i0 method d&nsu
insert/update Joya

consume.rs
(consumer)

Kafka consumer Su message o1n topic - dolin
processors - commit offset ua: reload data
o interval

consume.rs
(producer)

Kafka producer wrapper i method
produce_with_topic() ua:td UUID v4 W0u message key

config/

91U environment variables Wiu mr_env_plus ua:aso
config struct d&KSu services co a

database/postgres.rs

vams PostgreSQL Wu insert event/position, select
geofence/booking, update booking

database/mongo.rs

insert event/position ua:Sams Objectld dnsuidou
Joya

database/redis.rs

vams state (geofence, logbook, dispatch, card)
Wiu Redis + pipeline

cache/ o trait CachePool ua: implement a>e Redis
connection pool (r2d2)

processors/ Business logic hanuovs:uu (geofence, dispatch,
logbook, card_swipe)

schema/ wdavdoya Raw — Structured (Position/Event) ua:
vans reference lookup

utils/ WonNBuyoe WU datetime, geometry, magnetic card

errorrs SOU error NVKUATU enum 1GYD 13 thiserror
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douus MdSuY

KAFKA_BOOTSTRAP Rog Kafka broker (sUuuu host:port savsukanadd
AUGDY )

KAFKA_CONSUMER_PREFIX | prefix rsudodo consumer group

DB_HOST hostname uov PostgreSQL server

DB_PORT port uov PostgreSQL (A1 default: 5432)

DB_NAME 8o database

DB_USER username dnsuLBoucio

DB_PASS password dnsuisoucio

MONGO_URI connection string U ® Y MongoDB (1 ¥ u
mongodb://user:pass@host:27017)

MONGO_DB #o database

REDIS_HOST hostname uov Redis server

REDIS_PORT port uov Redis

REDIS_PASSWORD password dwmsSu authenticate

REDIS_PREFIX prefix dSu namespace Uov key tu Redis

RUST_LOG s:QU log (trace, debug, info, warn, error)

6.5.6. JuadUMSUIVIUTUSEUU

AwNn oS

ds1o git tag uu branch main uu repository

so build-prod Su — Docker image o:0Qn push du registry saluua
1 GitLab Ul na "Play” A job deploy-prod dvsudgnoaio

Pipeline ©: update kustomization.yaml tu repo dlt-event-builder-

infra/prod uds push » CD tool deploy thoaluud
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Status Pipeline Created by Stages Actions
p

© passed #2464957611 4 &3 Q@Q > v v

® 00:09:45 Merge branch 'develop' into '... san?

B 2 days ago ©v1.0.5 © 82b0e7b0 @ Stage: deploy

latest tag
@ deploy-prod >

sUil 6-18 Kthcdhvmsna Manual Deploy s:uusudoya GPS

AMwLdQYDVAUS:NDULA:NS:UDUNISAIVIUYUDYVS:UU DLT-TMS cnuuiasgiu
DevOps la: GitOps $oUs:nNouddulasvasv Event-Driven Architecture its Kafka
tumsns:oiedoaya GPS TUgvongduusinAdoya (Consumer Groups) IWaUs:dawauas
vatfiutugiudoyacudanus:avA AJUATURUNS:udums CI/CD Pipeline saluuaniu
GitLab ArdUAUNIS Deploy Wius:uu ArgoCD TasinisiSTWanauwWn Kustomize
tunisuskisSanisossusawdudSagvuLug dortks:uunvkuadadULaTYS
(Reliability) aiuasnasovaoudournavla (Auditable) ua:wsSousovsSunisue1gad
(Scalability) tus:auovAnsogviiUS=aNSNIW

tg Files ¥ main v | dit-eventbuilder-infra / prod / kustomization.yaml ©
Q Search files (*vue, *rb...) 5 kustomization.yaml Find file Blame :
v B9 prod

B configmap.yaml 4<% [skip ci] PROD manifest-image update for build v1.0.13

K c24ff4a3e | [Qy History
¢+~ GitLab CI/CD authored 2 days ago

B deployment.yaml

5 kustomization.yaml 88 Code owners Assign users and groups as approvers for specific file changes. Learn more

> B3 staging

% kustomization.yaml 2168 SRR

[«

1 apiVersion: kustomize.config.k8s.io/vibetal

kind: Kustomization

resources:

- deployment.yaml

- configmap.yamlL

namespace: default

images:

- name: registry.gitlab.com/dlt/dlt-tms/dlt-event-builder
newTag: v1.0.13

§IJI"|= 6-19 Gitlab runner update image i dit-eventbuilder-infra
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AMWUIQVNIWSDOUNS:UDUNISWAUUILAa:uSKisvaniss:uuuovlAsonis DLT-TMS
Bolthuiasgiu DevOps ta: GitOps U Us:gndtSogotdus:uu TagisuPINNS:UDUNMS
CI/CD Pipeline 5aluauu GitLab A¥ostunissoulAaua:doususEWALDSHIUTUODU
ms Deploy AMsUuinamu:ua:dayamsiJasuudav (Commit Hash) aghodatoutiwo
ADWdIWISnlunisasdvaougounau (Traceability) nouRTUniunistd Kustomize
tunisusKiIsdanNIsATADUWNLSTULAa:LDDSTUUDVEDWAUDS (newTag) Wiulwa
kustomization.yaml 1Watknisdulaas:uulunda:aniwidadauidndugndov ubugh
ua:dusalula dofvkuativ:gnasivasuna:damskiu ArgoCD tumu:iA3oviioAdUAL
anu:uavs:uU (GitOps) A¥dududundiuanandovs:K3vaniu:lu Git AUvArviu
9Svlu Kubernetes Cluster (Healthy & Synced) niths:uulagsouidadiulades
(Reliability) goua:wsSousovSumsuengddtus:auDYANSDEIVTUS:ENSMW

657. Utuminwuuoe

Duplicate Events ijo Redis Restart

21m1s: GEOFENCE:CHECK_IN dwnansnsodnsusnuwikuzldeaniu

aunq: Redis State monavon restart » s:uuligdrwruwiru: CHECK_IN TJudd
58uidoAs12: - asooaou Redis persistence (RDB/AOF) 1Uaogndall - q log
31 Redis disconnect LolKs

3sunn1ds: - W0a Redis AOF persistence - 18 Redis Cluster dwSu HA

Kafka Rebalancing us®

21mis: Log i “Rebalancing..” Uy, consumer lag duav

annaq: Pod restart Uo®g KSD session timeout duauly

A1 timeout Uppuu: - Session timeout: 5 u1A (300,000 ms) - Max poll interval: 10
un (600,000 ms)

55uf: asdpdouUd1 process lda: message (BLoarlyiiu max poll interval -
KINI31auU IRIWU max.pollintervalms
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6.6. sscuusamsmumuuaal (Cronjob)

moAUdnuldoonuuu stuusamsamumikuaal (Cronjob) LWaldtunisnAouAL
ua:dtdunisus:udawaviucio a agdvdanmKkualdasoktn lags:uuddunuin
drAacytunisritviutdovrkdv (background processing) Aluddudovasuausvuuu
AUA uddavraghvahiaupua:induuLugicanusoudal

s:uu Cronjob awisndvoatkrvIuLUUSATUTald Wu s1eui s1985TUY s19du
néoyovidaiffinualoy lTagsovsunisriiviuikainkale 16U nisasUudoya (data
aggregation), msaiodoyaln (data cleanup), msavsigviu (scheduled reporting),
néomsus:udanadayanIns:uu GPS ua: Event Builder twathlutaciatus:uusu

uaNDINd S:UUFVSPVSUNISTANISVIULUU queue La:d1UISORIVIUSIURU
danldasnssuuuu distributed system Td nitkaiuasans:=o19n1s:v1U (load
distribution) ua:1Wua>1waivIsnlunissovSuvIUSIUdOULIN (scalability) Tdog10iD
Us:ansniw soufivids:uuasdodouaniuznisniviu (job monitoring) uaznisdanis
doWawana (retry / failure handling) uﬁatﬁdutajwmua:qndnﬂumsnsuﬁau

lags:uudamsmunmKkuadal (Cronjob) tulasonisweuuis:uutnAtulagdiaisautne
USKISSaNISUUEDIUAMMYOUU GunUINEANYUNMSATUAUUNSHVIULTDVKEVUDVS:UU
nokua Baetknisus:udanadoyallulUagivdalitioo us:uu ua:dus:ansniwavga
aaMs:vIUAdDYAIUU manual ua:wua LG fatuNscIGuLILTO8SIUUDVS:UU

Cronjob Service LUu background service d&1KSus:uu DLT-TMS (nsunisuudv
mvoun) OkihAKanADSU scheduled jobs saludamumsivainmkua Taun:
1. dodbyasovisgunooasdomsoin DLT SOAP API ua:Uufinavgiudoya
2. dv push notification udvidouriu Kafka 1wsulonaisilndnuaoigrido
KUODIYUAD (tupuryaUs:NoUMS, MEsn, IUT)
3. udvidipusrgviu TSM srglasua
4. auvoyartdhsooetu deletion queue
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EXPLORER serverjs x|| 1)

 CRONJOB-SERVICE-DEVELOP B C O src > | serverjs > ...
> B= .wscode import autoLoad from '@fastify/autoload’;
> &= android import fastifyEnv from '@fastify/env';
’ import Fastify from 'fastify';
> i apple import path from ‘path';
> certs 5

BwN R

> B2 docs 6 import agenda from './constants/agenda';
v G src 7 import envOptions from './constants/env';
8 import { loggerConfing } from './constants/logger';

> Wm constants

Vo @ B ¢ O

> W2 examples 10 const start = async () => {
> jobs 11 try {
> W= models 12 const fastify = Fastify({ B
> @ plugins 13 logger: {
) 14 ... loggerConfing,
> W utils B
. 15 }
server;)s 16 disableRequestlLogging: true,
> W test 17 i
> wsdl 18
g
babelrc 19 1/ 1n1t1al.env )
C& 20 await fastify.register(fastifyEnv, envOptions);
.env.dev 21
.env.example 22 // register plugins
@ © .gitignore 23 await fastify.register(autoLoad, {
W gitlab-ciyml 24 })d1r: path.join(__dirname, 'plugins'),
25 H
.releaserc 2
& docker-compose.ym| 27 await fastify.ready();
& Dockerfile 28 try {
& Dockerfile.dev 29 } catch (error) {
s ERROR_LOGGING_SEPARATION.md 30 console.error('Error during plugin registration:', error);
31 throw error; // Let Fastify handle the error
google_storage.json 32 }
package-lock.json 33
package.json 34 // define job services
w4 SECURITY_AUDIT_SUMMARY.md 35 requxre('./jobs/au(oGetCompla%ntsReport')(agenda, fastify);
Jock 36 require('./jobs/autoNotificationTSMReport')(agenda, fastify);
4 yam.loc 37 require('./jobs/autoGetExpirationReport')(agenda, fastify);
38 require('./jobs/autoNotificationTaxSignExpire')(agenda, fastify);
39 require('./jobs/autoNotificationDriverLicenseExpire')(agenda, fastify);
40 // Start agenda with error handling
41 (async function () {
42 try {
43 await agenda.start();
@ 44 await agenda.every(
45 ‘0 0 % x x', //every day at midnight
2152 > OUTLINE 46 // "%/1 % * x ¥, // every 1 minute for testing
> TIMELINE 47 ‘autoGetComplaintsReport’,

sUf 6-20 mwuaavlasvasiovov Repositories cronjob-service
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tg Files ¥ main v | dlit-cronjob-infra / prod / kustomization.yaml ©
hfi " *rb... . . " o " .
Q Search files (%vue, *rb...) ) kustomlzatlon.yaml Find file Blame :
v B9 prod
B configmap.yaml :-'-; [skip ci] PROD manifest-image update for build v1.3.1 N 5546F8c4 Histor
%e# GitLab CI/CD authored 3 weeks ago y
B deployment.yaml
B kustomization.yaml 88 Code owners Assign users and groups as approvers for specific file changes. Learn more.
B service.yaml
> Bistaging B kustomization.yaml 2288 RIS

1 apiVersion: kustomize.config.k8s.io/vibetal
2  kind: Kustomization
3 resources:

4 - deployment.yaml
5 - service.yaml
6 - configmap.yaml
7 namespace: default

8 images:

9 - name: registry.gitlab.com/dlt/dlt-tms/cronjob-service
0 newTag: v1.3.1

=

11

sUR 6-21 Gitlab runner update image i dit-cronjob-infra
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Component Technology Version
Runtime Node s 16 (LTS)
Framework Fastify 481
Job Scheduler Agenda 430
Job Store MongoDB URI-based
(Agenda)

Primary Database | PostgreSQL Wiu pg *8.8.0

ORM Sequelize ~6.37.7

Message Broker Kafka kafka-node
75.00

File Storage Google Cloud Storage 76.9.5

HTTP Client fastify-axios M.2.8

SOAP Client soap + xml2js M50/ *06.2

Date/Time moment + moment-timezone 72294/ *0.6.0

Logger pino (built-in Fastify) + pino-pretty- —

compact

Transpiler Babel (preset-env) AT x

Container Docker —

Cl/CD GitLab CI —

Orchestration

Kubernetes + Kustomize
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mwsoulasvasiviwa
src/
— serverjs # Entry point — bootstrap Fastify, aon:10gu jobs, 13U Agenda
—— constants/
|  — agendajs # as v Agenda instance 13oud® MongoDB
— envjs # JSON Schema validation uov environment variables
— indexjs # Config object (database, kafka) 8iuoIn env
— event_typejs # Enum Us:1nn Kafka event nokua
L— loggerjs # Config uov pino logger

|
|
|
|
— jobs/ # Job definitions (logic uovucia: scheduled task)
|  — autoGetComplaintsReport.js

|  |—— autoNotificationTSMReport.js

|  — autoGetExpirationReport js

|  —— autoNotificationTaxSignExpire.js

| — autoNotificationDriverLicenseExpire js

| | autoNotificationLicenseExpire js

|  — autoDeleteUsersjs

F— models/ # Sequelize model definitions (PostgreSQL)
—— ConnectOrganizations.js

—— ConnectRegisterations js

—— ConnectUsers.js

—— ConnectProfiles js

—— ConnectOrganizationsUsers js

—— ConnectRoles js

—— UserDeletionQueue.js

—— Vehiclejs

—— VehicleTaxSign,js

l— DItComplaints,js / DItProvinces js

— plugins/ # Fastify plugins (gn autoload AoruQ)
— mainjs # avn:wW0gu healthcheck, axios, moment, lodash
— sequelize js # \$oucio PostgreSQL, Thaa models, decorate fastify
— kafkajs # asho Kafka producer, decorate fastify
— storage js # Google Cloud Storage client, decorate fastify

—— createReportjs # Helper as report ua:dv Kafka
—— applicationConstants js

—— constants.js

L— derivejs

|
|
|
|
| F— utilsjs # Utility functions (createdAt/updatedAt, encodeArea dad)
|
|
|
|
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L— utils/

L— errorLoggerjs # Centralized error logging (console + database)

6.6.3. nihiuda: Module

src/serverjs — Entry Point

Bootstrap nvs:uu: a1 Fastify instance » TWaa env - autoload plugins -
avn:dou jobs fiu Agenda - 15U Agenda - listen port
Sams graceful shutdown 1o1dSU SIGTERM/SIGINT

src/constants/agenda.js — Agenda Scheduler

as1v singleton yov Agenda TagBlUA MongoDB Arkuatu MONGO_URI 15
collection Arlrnualu MONGO_COLLECTION &rsuliiu job metadata

src/plugins/sequelizejs — Database Plugin

\Boudd PostgreSQL Wiu Sequelize, Thaa model NnTw&tu /models Saluda, 1Bun
associate() nn model, ua> decorate fastify. models ua: fastify.sequelize

src/plugins/kafka.js — Kafka Plugin

aso KafkaClient ua: Producer 18ou broker Arfhrualu
KAFKA_HOST:KAFKA_PORT

sovSu KAFKA_DISABLED=true d&sSunis run uuu offline (log ununmisgdoosv)
sovSu KAFKA_LOCAL_DNS_FALLBACK=true dwsSu local development (patch
dns.lookup)

Decorate fastify kafka doeg makeMessage() ua: publishKafkaMessage()

src/plugins/storage.js — Google Cloud Storage Plugin

8 service account key DIn google_storage.json d1uSu upload/download Twauu
GCS Decorate fastify.storage
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src/utils/errorLogger.js — Error Logger

Utility na1odnsu log error AOTUA console ua:giudoya (dit_complaints table)
wsSou classify Us:tnn error aaluda

6.6.4. AUAUWUSS:K31Y Module

server.s

'— autoload plugins/
— mainjs (moment, lodash, healthcheck, axios)
— sequelizejs (PostgreSQL + models)
— kafka,js (Kafka producer)
'— storagejs (GCS)

L— jobs/*js
[— 21u fastify.models (Sequelize)
— 21u fastify.sequelize.sequelize (raw query)
L— dv fastify kafka.publishKafkaMessage()

l— agendajs
— MongoDB (job store)

6.6.5. JuadUMSUIVIUTUSEUU

Check-out repositories cronjob-service

Commit code 1aut3 prefix 16u feat: commit message
Push code Julugiv branch

Merge code TUgvomain branch

gAWwN S

Gitlab runner o:r1n1sas1v docker cronjob-service image ua:ninas

oJlaa version image

6. na deploy 1Wo&vlK gitlab runner Swian repository dlt-cronjob-infra
IWodwLlan image version

7. Argocd application p:ri1n1sdv image thliulua:zo:awLlan version

uov Kubernetes pod
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6.6.6. Urumnwuuae (ua:NA1a319:10d)

MongoDB cialiilaaau boot

2I1ms: Service start 10 udliid job gn schedule
anna: MONGO_URI Wa 1S MongoDB cluster TiwSou
un: s> MONGO_URI, qQ log [Agenda] MongoDB connection error

DLT SOAP API timeout

91ms: Job autoGetComplaintsReport dulaglivufindoya
aunq: DLT server response 31iu 45 Suin
un: asdvaou network connectivity, Q log [novas>oN1s] Request timeout

Duplicate record tu dit_complaints

21ms: JoyadtumsIv

annaq: s:uuidms check issSeq + issOffLocCode ucininA1 default NODATA Kso
DATA gQnasionaiensv unique index 910U10¢)

uf: (WU unique index uu column (iss_seq, iss_off_loc_code)

Kafka message Tifiv consumer

?1ms: notification TWlUfiv mobile app

aunq: Kafka broker Tuiws$ouw, topic TWd, partition issue

un: Q log Kafka message failed to send, asoo KAFKA_HOST, KAFKA_PORT,
KAFKA_NOTIFICATION_TOPIC

User deletion stuck i EXPIRED

21ms: user_deletion_queue T row Mvi status EXPIRED

akq: Job autoDeleteUsers fail nou update status 1Uu DONE

ur: asoo log Error deleting users, asoo database lock wéo constraint A
blocking transaction
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Certificate huao1g

21ms: Job autoGetComplaintsReport log SSL/Certificate error nnu
un: cioony certificate oIn DLT, udavwlu PEM K (npm run convert:cert),
redeploy
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